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SUMMARY 
This report is done in order to present the reverse engineering of event-based malware. This report includes  findings and 
recommended actions (Details about the analysis given in the annex). 

 

FINDINGS 

Attack Vector 
For the samples analyzed, the infection vector is not known.  

Since the current hostilities between Russia and Ukraine, researchers discovered several wiper malwares targeting Ukrainian 
organizations. On February 23 , 2022, a destructive attack targeted multiple Ukrainian organizations: HermeticWiper. This 

cyberattack was active ,a few hours before the start of the invasion of Ukraine by Russia.  Initial access vectors varied from one 
organization to another. The wiper seems to be dropped by GPO. Malware artifacts suggest that the attacks had been planned for 
several months. And It is supposed that the attackers had access to the network before deploying this malware. 

The alert originated from the following device: 

• Computer Name: {Enter Device Name} 

• IP Address: {Enter IP Address} 

• Assigned User: {Enter User’s First name & Last name} 

• Date & Time of Event: {Enter date/time event occurred} 

• Last Seen Date/Time Stamp: {Enter the Last Logon Date/Time stamp} 
This is what happened.  The following action(s) caused the device to become compromised: 

Action / Infection Vector True?  Comments 

Browsing the Web   

Malicious link   
Browser Exploit   
File Download   
   
Clicking Malicious Link(s)   
Link in e-mail   
Link in file attachment   
Link in chat application   
   
Downloading Malware   
From chat application    
From e-mail attachment   
From removable media or USB disk   
From website   
   
Opening Malicious 
Attachment(s)/File(s) 

  

From e-mail   
From removable media or USB disk   
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This table shows what we know.   
 

Indicator Present?  Notes 

MD5 Hash 3F4A16B29F2F0532B7CE3E7656799125  
SHA 1 Hash 61B25D11392172E587D8DA3045812A66C3385451  
SHA 256 Hash 1BC44EEF75779E3CA1EEFB8FF5A64807DBC942B1E4A2672D77B9F6928D292591  
Imphash A0F2419925B9C8476EA7EFB19075C4E0  
Antropy 6.385  
Infection Vector N/A  
File Type PE Size:114kb 
File Name conhosts.exe  
Packer N/A  
Language C++ vs2017 stdcall 
Malware/Family  destructive malware  
Setup of the 
program 

Creates driver files. 
Interact with driver via control codes. 
Modify service. 
Create service 

 

Anti-Debug 
Technique 

Queries disk information (Anti-VM technique) 
Contains long sleeps.  
Checks if the current process is being debugged. 
Hide NTFS actions through registry key 
Tries to detect Sandbox, checking his name start with the c letter  

 

Evasion Technique Use a legitimate driver [epmntdrv EaseUS Partition Master NT Driver] to leverage 
IOCTLs. The use of IOCTLs allows low-level disk access (could evade detection) 

 

Anti-Forensics 
techniques 

Encrypt logs. 
Disable VSS 
Disable CrashDumps 

 

File/DLL File DRV_X64: a952e288a1ead66490b3275a807f52e5 
DRV_X86: 231b3385ac17e41c5bb1b1fcb59599c4 
DRV_XP_X64: 095a1678021b034903c85dd5acb447ad 
DRV_XP_X86: eb845b7a16ed82bd248e395d9852f467 
Uncompressed DRV_X64: 6106653b08f4f72eeaa7f099e7c408a4 
Uncompressed DRV_X86: 093cee3b45f0954dce6cb891f6a920f7 
Uncompressed DRV_XP_X64: bdf30adb4e19aff249e7da26b7f33ead 
Uncompressed DRV_XP_X86: d57f1811d8258d8d277cd9f53657eef9 
 

LZMA compression algorithm  

cryptography signed by a digital certificate issued to Hermetica Digital LTD to be accepted by 
Windows 

 

Process/ 
Suspicious API 

DeviceIoControl  

Capabilities of the 
program / 
scheduled Tasks 

Creates driver files. 
Interact with driver via control codes. 
Modify service / Create service. 
shadow copies and Crash dumps Disabling, and log encryption to prevent recovery 
Performing data fragmentation 
Corrupting Master Boot Record (MBR) 
scanning NTFS directories 
Data wiping through data overwriting 
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Behavior summary 
 

 

 

 

 

 

The malware file is dropped to the victim as a compressed package it create the EaseUS driver file, enumerate the 

physical drives. The driver is then loaded and runs as a service. The driver is used through execution codes 
[dwIoControlCode] to overwrite the master boot record (MBR) and restart the system. 
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Architecture Graph  
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Miter Attack Matrix 
Techniques Used 

ID Name Use 

T1134  Access Token 
Manipulation 

HermeticWiper can use AdjustTokenPrivileges to grant itself privileges for debugging 
with SeDebugPrivilege, creating backups with SeBackupPrivilege, loading drivers 
with SeLoadDriverPrivilege, and shutting down a local system with SeShutdownPrivilege.[5][3] 

T1059  .003  Command and 
Scripting 
Interpreter: Windows 
Command Shell 

HermeticWiper can use cmd.exe /Q/c move CSIDL_SYSTEM_DRIVE\temp\sys.tmp1 
CSIDL_WINDOWS\policydefinitions\postgresql.exe 1> 
\\127.0.0.1\ADMIN$\_1636727589.6007507 2>&1 to deploy on an infected system.[8] 

T1543  .003  Create or Modify 
System 
Process: Windows 
Service 

HermeticWiper can load drivers by creating a new service using the CreateServiceW API.[3] 

T1485  Data Destruction HermeticWiper can recursively wipe folders and files in Windows, Program Files, Program 
Files(x86), PerfLogs, Boot, System, Volume Information, and AppData folders 
using FSCTL_MOVE_FILE. HermeticWiper can also overwrite symbolic links and big files in My 
Documents and on the Desktop with random bytes.[8] 

T1140  Deobfuscate/Decode 
Files or Information 

HermeticWiper can decompress and copy driver files using LZCopy.[3] 

T1561  .001  Disk Wipe: Disk 
Content Wipe 

HermeticWiper has the ability to corrupt disk partitions and obtain raw disk access to destroy 
data.[3][1] 

 
.002  Disk Wipe: Disk 

Structure Wipe 
HermeticWiper has the ability to corrupt disk partitions, damage the Master Boot Record 
(MBR), and overwrite the Master File Table (MFT) of all available physical drives.[1][2][3][5] 

T1484  .001  Domain Policy 
Modification: Group 
Policy Modification 

HermeticWiper has the ability to deploy through an infected system's default domain policy.[8] 

T1083 File and Directory 
Discovery 

HermeticWiper can enumerate common folders such as My Documents, Desktop, and 
AppData.[1][5] 

T1562 .006 Impair 
Defenses: Indicator 
Blocking 

HermeticWiper has the ability to set 
the HKLM:\SYSTEM\\CurrentControlSet\\Control\\CrashControl\CrashDumpEnabled Registry 
key to 0 in order to disable crash dumps.[1][3][5] 

T1070 Indicator Removal HermeticWiper can disable pop-up information about folders and desktop items and delete 
Registry keys to hide malicious services.[3][8] 

https://attack.mitre.org/techniques/T1134
https://attack.mitre.org/techniques/T1134
https://attack.mitre.org/techniques/T1134
https://attack.mitre.org/software/S0697
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/software/S0697
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1543/003
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1543/003
https://attack.mitre.org/techniques/T1543/003
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://attack.mitre.org/techniques/T1485
https://attack.mitre.org/techniques/T1485
https://attack.mitre.org/software/S0697
https://attack.mitre.org/software/S0697
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://attack.mitre.org/techniques/T1140
https://attack.mitre.org/techniques/T1140
https://attack.mitre.org/techniques/T1140
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://attack.mitre.org/techniques/T1561
https://attack.mitre.org/techniques/T1561/001
https://attack.mitre.org/techniques/T1561
https://attack.mitre.org/techniques/T1561/001
https://attack.mitre.org/techniques/T1561/001
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://attack.mitre.org/techniques/T1561/002
https://attack.mitre.org/techniques/T1561
https://attack.mitre.org/techniques/T1561/002
https://attack.mitre.org/techniques/T1561/002
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/ukraine-wiper-malware-russia
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1484
https://attack.mitre.org/techniques/T1484/001
https://attack.mitre.org/techniques/T1484
https://attack.mitre.org/techniques/T1484
https://attack.mitre.org/techniques/T1484/001
https://attack.mitre.org/techniques/T1484/001
https://attack.mitre.org/software/S0697
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1562
https://attack.mitre.org/techniques/T1562/006
https://attack.mitre.org/techniques/T1562
https://attack.mitre.org/techniques/T1562
https://attack.mitre.org/techniques/T1562/006
https://attack.mitre.org/techniques/T1562/006
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1070
https://attack.mitre.org/techniques/T1070
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
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ID Name Use 
 

.001 Clear Windows Event 
Logs 

HermeticWiper can overwrite the C:\Windows\System32\winevt\Logs file on a targeted 
system.[8] 

 
.004 File Deletion HermeticWiper has the ability to overwrite its own file with random bites.[3][8] 

T1490 Inhibit System 
Recovery 

HermeticWiper can disable the VSS service on a compromised host using the service control 
manager.[3][8][5] 

T1036 .005 Masquerading: Match 
Legitimate Name or 
Location 

HermeticWiper has used the name postgressql.exe to mask a malicious payload.[8] 

T1112 Modify Registry HermeticWiper has the ability to modify Registry keys to disable crash dumps, colors for 
compressed files, and pop-up information about folders and desktop items.[1][3][5] 

T1106 Native API HermeticWiper can call multiple Windows API functions used for privilege escalation, service 
execution, and to overwrite random bites of data.[1][3][8][5] 

T1027 Obfuscated Files or 
Information 

HermeticWiper can compress 32-bit and 64-bit driver files with the Lempel-Ziv 
algorithm.[2][3][5] 

T1053 .005 Scheduled 
Task/Job: Scheduled 
Task 

HermeticWiper has the ability to use scheduled tasks for execution.[2] 

T1489 Service Stop HermeticWiper has the ability to stop the Volume Shadow Copy service.[5] 

T1553 .002 Subvert Trust 
Controls: Code Signing 

The HermeticWiper executable has been signed with a legitimate certificate issued to 
Hermetica Digital Ltd.[2][3][4][5] 

T1082 System Information 
Discovery 

HermeticWiper can determine the OS version, bitness, and enumerate physical drives on a 
targeted host.[1][3][8][5] 

T1569 .002 System 
Services: Service 
Execution 

HermeticWiper can create system services to aid in executing the payload.[1][3][5] 

T1529 System 
Shutdown/Reboot 

HermeticWiper can initiate a system shutdown.[1][5] 

T1497 .003 Virtualization/Sandbox 
Evasion: Time Based 
Evasion 

HermeticWiper has the ability to receive a command parameter to sleep prior to carrying out 
destructive actions on a targeted host.[3] 

Source: https://attack.mitre.org/software/S0697/   

https://attack.mitre.org/techniques/T1070/001
https://attack.mitre.org/techniques/T1070/001
https://attack.mitre.org/techniques/T1070/001
https://attack.mitre.org/software/S0697
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://attack.mitre.org/techniques/T1070/004
https://attack.mitre.org/techniques/T1070/004
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://attack.mitre.org/techniques/T1490
https://attack.mitre.org/techniques/T1490
https://attack.mitre.org/techniques/T1490
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1036
https://attack.mitre.org/techniques/T1036/005
https://attack.mitre.org/techniques/T1036
https://attack.mitre.org/techniques/T1036/005
https://attack.mitre.org/techniques/T1036/005
https://attack.mitre.org/techniques/T1036/005
https://attack.mitre.org/software/S0697
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://attack.mitre.org/techniques/T1112
https://attack.mitre.org/techniques/T1112
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1106
https://attack.mitre.org/techniques/T1106
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/software/S0697
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/ukraine-wiper-malware-russia
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1053/005
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1053/005
https://attack.mitre.org/techniques/T1053/005
https://attack.mitre.org/software/S0697
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/ukraine-wiper-malware-russia
https://attack.mitre.org/techniques/T1489
https://attack.mitre.org/techniques/T1489
https://attack.mitre.org/software/S0697
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1553
https://attack.mitre.org/techniques/T1553/002
https://attack.mitre.org/techniques/T1553
https://attack.mitre.org/techniques/T1553
https://attack.mitre.org/techniques/T1553/002
https://attack.mitre.org/software/S0697
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/ukraine-wiper-malware-russia
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://www.welivesecurity.com/2022/02/24/hermeticwiper-new-data-wiping-malware-hits-ukraine
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1569
https://attack.mitre.org/techniques/T1569/002
https://attack.mitre.org/techniques/T1569
https://attack.mitre.org/techniques/T1569
https://attack.mitre.org/techniques/T1569/002
https://attack.mitre.org/techniques/T1569/002
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1529
https://attack.mitre.org/techniques/T1529
https://attack.mitre.org/techniques/T1529
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1497/003
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1497/003
https://attack.mitre.org/techniques/T1497/003
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
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RECOMMENDED ACTIONS 
 

First, make sure all your computers are running updated security solution.  

Possible Incident Response Steps 

Vulnerability Comments 
Malicious file(s) Possible Incident Response Steps: 
 1. Check the Findings section for a list of infected files. 

2. Check the web proxy for similar files or hashes [Yara could help to find related files] 
3. Check the Next-Gen firewall for traffic to the malicious domain(s) and IP(s) address(es) 
4. Check AV solution for hashes. 
5. Run additional AV scans on machines involved in isolated event. 
6. Speak with user to see if there is a reoccurring theme, such as a repeated site visited. 
7. Determine if that computer has had any other triggered events from other security 

products in the last 48 hours leading up to isolated event. 
8. According to the zero-trust model ,remote administration services use 

strongly encrypted protocols and only accept connections from authorized users or 
locations. 

9. Disable Power Shell in windows 10 via security policy for classic users or/and use 
AppLocker to limit who can work with PowerShell. 

  

Malicious e-mail Possible Incident Response Steps: 
 1. Check the email gateway for possible related emails. 

2. Purge additional emails from environment if necessary. 
3. Proactively block senders or indicators from coming into the environment again. 
4. Educate affected end users on how to handle malicious emails.  
5. Run additional AV scans on machines involved in isolated event. 

  

Malicious Software Possible Incident Response Steps: 
 1. Check the computer for additional unwanted software. 

2. Check the computer for related vulnerabilities. 
3. Check that the software is not installed on other computers in the environment. 
4. Check the web proxy for other possible downloads. 
5. Run additional AV scans on machines involved in isolated event 
6. Speak with user to see if there is a reoccurring theme, such as a repeated site visited. 
7. Determine if that computer has had any other triggered events from other security 

products in the last 48 hours leading up to isolated event. 
  

Infected USB Drive Possible Incident Response Steps: 
 1. Check AV solution for hashes 

2. Run additional AV scans on machines involved in isolated event 
3. Speak with user to see if there is a reoccurring theme, plugging in the removable 

media to their home computer. 
4. Determine if that computer has had any other triggered events from other security 

products in the last 48 hours leading up to isolated event. 
5. Educate end user on keeping the infected device out of work computer. 
6. Formatting the removable media. 
7. Controlling removable media connections.  

https://www.varonis.com/blog/disabling-powershell-and-other-malware-nuisances-part-iii/?hsLang=en
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Specific test to detect the rootkit on an infected machine. 
 

• Monitor registry changes [Sysmon auditing] 

• Monitor driver installation and creation. 

• Monitor privilege escalation. 
 

Yara-Rule 
 

rule HermeticWiper { 
 
meta: 
 description = "Detects HermeticWipe 
 author = "Natacha BAKIR, Senthorus" 
 maltype=”apt” 
 type=”wiper” 
 hash= 1BC44EEF75779E3CA1EEFB8FF5A64807DBC942B1E4A2672D77B9F6928D292591 
 
 
strings: 
 $a1 = "\\\\.\\EPMNTDRV\\%u" wide 
 $a2 = "\\\\.\\PhysicalDrive%u" wide 
 $a3 = "SYSTEM\\CurrentControlSet\\Control\\CrashControl" fullword ascii 
 
 $b1 = "DRV_X64" wide 
 $b2 = "DRV_X86" wide 
 $b3 = "DRV_XP_X64" wide 
 $b4 = "DRV_XP_X86" wide 
 
condition: 
 uint16(0) == 0x5a4d and filesize < 150KB and all of $a* and 1 of $b*  
} 
 

SIEM Rules 
 

SPLUNK 

Attack Vectors Tactic TTP Splunk Coverage 

Microsoft SQL Server 

CVE-2021-1636 
Privilege Escalation T1068   Windows Privilege Escalation 

Deployment via GPO Defense Evasion, Privilege Escalation T1484   Windows Privilege Escalation 

Spearphishing  Initial Access  T1566.002 
 Spearphishing attachments  

 Suspicious Emails 

Source: splunk.com 

Other possible detection and response rules 

https://www.cvedetails.com/cve/CVE-2021-1636/
https://attack.mitre.org/techniques/T1068/
https://research.splunk.com/stories/windows_privilege_escalation/
https://attack.mitre.org/techniques/T1484/
https://research.splunk.com/stories/windows_privilege_escalation/
https://attack.mitre.org/techniques/T1566/002/
https://research.splunk.com/stories/spearphishing_attachments/
https://research.splunk.com/stories/suspicious_emails/
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NA 

system failure and 
recovery 

Microsoft [MSDN] https://learn.microsoft.com/en-us/troubleshoot/windows-
client/performance/configure-system-failure-and-recovery-options 

NA 

Volume Management 
Control Codes 

Microsoft [MSDN] https://learn.microsoft.com/en-us/windows/win32/fileio/volume-management-
control-codes?source=recommendations  

 

Windows IOCTL 
Reference 

 http://www.ioctls.net/   

WINIOCTL.INC Rustam https://github.com/rusq/disable-hdd-apm/blob/master/WINIOCTL.INC  
 

CONTACT US 
For additional assistance, please contact Natacha BAKIR. 

  

https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack/
https://www.malwarebytes.com/blog/threat-intelligence/2022/03/hermeticwiper-a-detailed-analysis-of-the-destructive-malware-that-targeted-ukraine
https://www.malwarebytes.com/blog/threat-intelligence/2022/03/hermeticwiper-a-detailed-analysis-of-the-destructive-malware-that-targeted-ukraine
https://www.malwarebytes.com/blog/threat-intelligence/2022/03/hermeticwiper-a-detailed-analysis-of-the-destructive-malware-that-targeted-ukraine
https://www.file.net/process/epmntdrv.sys.html
https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol
https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol
https://learn.microsoft.com/en-us/windows/win32/fileio/volume-management-control-codes?source=recommendations
https://learn.microsoft.com/en-us/windows/win32/fileio/volume-management-control-codes?source=recommendations
http://www.ioctls.net/
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Annexes 
 

Analyzing an Event Based Malware 
 

Event-based logic malwares are different from other malwares? 
 

•  Event-based logic malwares has non-linear execution flow based on callbacks, which makes the analysis very 

challenging. xrefs just don’t work  

 
 
Methodology / Tips 
 
 

   If you have to choose between PE and ELF, choose ELF, because the Linux one will contains symbols that will help 
to  understand the code. Ida pro knows all the structures and will add symbols. Most of the time, symbols are pretty 
much self-explanatory. 
 

 

• Elaborate a tactical surface analysis, by keywords, searching for hidden files. 

• Try to recognize variants of open-source trojans and common attacks glancing at the strings, the symbols and the 

functions. 

• Don’t hesitate to Google functions.   

• If you have time, keep reversing the found program to find potential modification made by the attacker. 

• Analyze the network communications and try to resolve the arguments with IDA Pro 

• Use IDA Pro comments and write down function names. If you put function names or addresses as comments, you 

can jump to them by double clicking. Use IDA’s folder system for functions (create lots of folders and sort all those 

functions neatly inside of them) 

 

• Take the time to understand the architecture of the malware  

https://www.youthvoices.live/category/writing-communication/poetry/i-remember/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
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Screenshot of the analysis  
 

Surface Analysis 
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Search for potential hidden embedded files with the 4d5a magic (exe) 
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Hash of raw drivers: 

DRV_X64: a952e288a1ead66490b3275a807f52e5 
DRV_X86: 231b3385ac17e41c5bb1b1fcb59599c4 
DRV_XP_X64: 095a1678021b034903c85dd5acb447ad 
DRV_XP_X86: eb845b7a16ed82bd248e395d9852f467 
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Hash of uncompressed drivers: 

DRV_X64: 6106653b08f4f72eeaa7f099e7c408a4 
DRV_X86: 093cee3b45f0954dce6cb891f6a920f7 
DRV_XP_X64: bdf30adb4e19aff249e7da26b7f33ead 
DRV_XP_X86: d57f1811d8258d8d277cd9f53657eef9 
 

 

?: 
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 At this step of our analysis we have extracted 4 legitimates embedded drivers. 
epmntdrv.sys is digitally signed by CHENGDU YIWO Tech Development Co., Ltd. Thiis driver usually located in the 
'c:\WINDOWS\system32\' folder. It is a legitimate driver 
.None of the anti-virus scanners at VirusTotal reports anything malicious about epmntdrv.sys 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Look for network connections: 
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Start function 
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Pseudocode of the Start function 
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_4029D0_Driver_Install function → INITIALIZATION : OS check to launch the adapted driver.  
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_4023C0_Read_Write_On_Disk function 
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_404C00_Handle_File_Info_read_ops_to_act_on_NTFS 
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_401D60_Drive__WIPE 
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_401B80_NTFS_FAT 
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_401590_Encrypt 
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_4034D0_Hide_NTFS_operations 
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_402290_MFT 
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_401490_Send_control_codeToDriver 
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DeviceIoControl 

 

 

 

    Lots of functionalities deferre to DeviceIoControl calls with specific IOCTLs??? 

Let’s try to understand! 

We can notice that for each DeviceIoControl we have dwIoControlCode. The associated value is the control code. 

I/O control codes (IOCTLs) are used for communication between user-mode applications and drivers 

For instance the control code 700A0 give the IOCTL_DISK_GET_DRIVE_GEOMETRY_EX 

According to Microsoft, the 700A0 dwIoControlCode Retrieves extended information about the physical disk's geometry: type, 

number of cylinders, tracks per cylinder, sectors per track, and bytes per sector. 
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 Retrieve all the code dwIoControlCode to understand which orders are passed through the IOCTL 

 

 

 

 

 

 

This 

http://regardingnannies.com/tag/nannypreneurs/
http://regardingnannies.com/tag/nannypreneurs/
https://creativecommons.org/licenses/by-nd/3.0/
https://creativecommons.org/licenses/by-nd/3.0/
https://creativecommons.org/licenses/by-nd/3.0/
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Well done! Now this amazing malware is totally understandable! 


